m  Microsoft Security

Microsort
Security
Summit

Sécurisez vos fondations, libérez votre potentiel |1A

Le 9 decembre 2025 | 9h00 — 17h00
Campus Cyber La Defense, 5-7 rue Bellini La Defense lle de France 92800



Agenda Matin

09:30 - 10:00

10:00 - 10:40

10:40 - 11:00

11:00 - 11:30

11:30 - 12:00
12:00 - 12:30

12:30 - 14:00

Transformation through Al equals transformation of security — Paul Dominjon & Steve Dispensa

IA & cybersécurité : quels controles mettre en place pour la protection de vos données ? -
Guillaume Lagache & Saida Laga

Pause & Village Partenaires

Table ronde : « Leadership en cybersécurité a l'ere de I'lA » Business France, La Poste

Les engagements de Microsoft sur la souveraineté des données - Cyril Voisin

NIS2/DORA : Des outils concrets pour renforcer votre cyber résilience - Etienne Lacour & Marina
Djouadi

Dejeuner & Village Partenaires
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Agenda apres-midi

14:00 - 14:30 Anticipez, analysez, agissez: gardez une longueur d'avance sur les attaques — Khadidiatou Ba &
' ' Daniel Pasquier

14:30 - 15715 Le SOC du futur a I'ere de I'l|A agentique — Etienne Noiret & Rafik Mezil
15715 -15:45 Pause & Village Partenaires
15:45 - 16:15 Du chaos au controle - Maitriser la reponse aux incidents — Anne-Sophie Le Jouan & Saad Nidifi

10 000 employes et 5 000 agents IA - Securiser I'identite a l'ere de I'|A — Franck Heilmann &
16:15 - 16:45 Christophe Guerre

16:45 Final words
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B® Microsoft Security

Transformation through Al
equals transformation of
security

Paul Dominjon Steve Dispensa

Director Security Solutions CVP Security Solutions Area
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CVP Microsoft Security Solution Area

Securing beyond

boundaries

Steve Dispensa
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Secure Al Building trust in a fast-moving world




Al is becoming foundational

Time to 100M users

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++ 1.8B+  75%

ChatGPT 2 People globally have used Al tools at Of organizations use
MONTHS work, in school in the last 6 months. GenAl in some form

Internet 7

Al is accelerating both sides:
Cell phone ’]6
YEARS O/ O/
_________________ 3 O O while 5 4 O
Telephone 75 Of defenders Of security pros report attackers
VEARS use Al tools using Al to increase threats

! GeekWire, Microsoft Work Trend Index (2024) Menlo Ventures, 2025 Consumer Al Report ExplodingTopics, Al Statistics (July 2025)


https://www.geekwire.com/2024/microsoft-study-finds-75-of-knowledge-workers-using-ai-at-work-nearly-doubling-in-six-months/
https://menlovc.com/perspective/2025-the-state-of-consumer-aI/
https://explodingtopics.com/blog/ai-statistics

Al adoption is outpacing trust

N

/8%

Adoption

77777777 |

KPMG, Global study reveals trust of Al remains a critical challenge (2025)

ExplodingTopics, Al Statistics (July 2025)



https://www.mckinsey.com/capabilities/quantumblack/our-insights/the-state-of-ai-in-2025
https://kpmg.com/xx/en/our-insights/ai-and-technology/trust-attitudes-and-use-of-ai.html
https://kpmg.com/xx/en/media/press-releases/2025/04/trust-of-ai-remains-a-critical-challenge.html
https://explodingtopics.com/blog/ai-statistics
https://explodingtopics.com/blog/ai-statistics
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We face an unprecedented threat landscape

Speed Scale Sophistication
Average time from initial access to Security signals Threat groups tracked
lateral movement (in 2025) processed daily (2025) by Microsoft (2025)

0C
/18T &

48

minutes

Fastest observed: 00:51 2024

rity Trends & Insights | CrowdStrike

2025 Global Threat Report

| Latest Cybersecu



https://www.microsoft.com/en-us/corporate-responsibility/cybersecurity/microsoft-digital-defense-report-2025/
https://www.crowdstrike.com/en-us/global-threat-report/

Al creates new attack surfaces

Traditional threat vectors New Al attack surfaces

Application Cloud GednAI prompts

and responses Plug-ins

and functions
, Al Data and

Network |dentity Orchestration
Data Endpoints WeD data and

source context




Organizations are overwhelmed with complexity

A disconnected collection
of fragmented tools

41-60

Tools used by ~26% of organizations
surveyed by IDC

WilelSlaligle
workforce gap Europe

10]0],¢

Cybersecurity professionals needed to
effectively secure organizations

! Korn Ferry — “The Global Talent Crunch”



https://www.isc2.org/Insights/2024/09/ISC2-Publishes-2024-Cybersecurity-Workforce-Study-First-Look
https://www.kornferry.com/insights/this-week-in-leadership/why-the-global-talent-shortage-2030
https://www.kornferry.com/insights/this-week-in-leadership/why-the-global-talent-shortage-2030
https://www.kornferry.com/insights/this-week-in-leadership/why-the-global-talent-shortage-2030

For Microsoft,
security is our *1 job...

Microsoft runs on trust,
& our success depends on

earning and maintaining it. 5

Satya Nadella = Chairman & CEQ, Microsoft




Advancing our Al-first, end-to-end security platform

O

Microsoft
Security
Copilot
(N A A . (N A
O abp 00 O 0

Protecting
Microsoft and
our customers

Security services

Incident Response | Managed Services |
Dedicated Engineering

Based on Microsoft internal data. Accurate as of July 2025




Our solutions for today’'s security challenges

Modernize your
security operations

Simplifying security operations
and addressing tool fragmentation

Protect
your data

Mitigating data
security risks

Threat intelligence | Security services

Protect your
cloud and Al

Detect and protect
against cloud and Al risks




Agents and apps

Weaving security into — _Z
aﬂd at’OUﬂd e\/ery |ay€i’ Platforms and clouad
of the Al stack

Infrastructure




Security in the Age of Agentic Al

Secure with Agentic Al Secure Al agents & apps Secure Platforms and Cloud

Al-powered protection before harm occurs Delivering observability for every role Al powered end-to-end security

® &'
IT teams T R e Dev teams
Microsoft Foundry ..
' ! :
' y
1 4

( ) ( : ) : : ) TS Agent 365 Control Plane O
y “ GitHub -l

Microsoft
Security o |
Copilot MCP server E g
T T — Microsoft Security
| connectors

Microsoft ; Security as a core primitive :
Microsoft Microsoft Microsoft Microsoft Security : i
Defender Entra Intune Purview Store ] ] N Microsoft Azure Microsoft GitHub Microsoft
H Security Agent ID Data labels H 365 Windows
l E posture and inventory and policies i
: Threat detection Conditional Compliance policies :
d & remediation access & reporting !

Tabular | Graph | Embeddings 1 (350+
! Sentinel
Microsoft ! connectors) Y  Microsoft ’ Microsoft ~ Microsoft Microsoft Microsoft Microsoft Microsoft Microsoft
Sentinel i Defender | Entra Purview Defender Entra Intune Purview Sentinel
SIEM & platform Data lake i




Protecting organizations at a global scale

*80B

Al infrastructure
Investment in 2025

120+

countries

Password attacks

100T

security signals
processed daily

5B

emails screened daily for
malware and phishing

34k

security engineers
Welgle\Wlef=

™M

organizations
protected

38M

Identity risk detections
analyzed daily

15k

security partners in
our ecosystem

4.5M

new malware files
blocked daily

99%

lower risk of identity
compromise with
phishing-resistant MFA

Threat actors



https://blogs.microsoft.com/on-the-issues/2025/01/03/the-golden-opportunity-for-american-ai/
https://www.microsoft.com/en-us/security/security-insider/threat-landscape/microsoft-digital-defense-report-2024
https://news.microsoft.com/2024/11/29/microsoft-releases-digital-defense-report-2024/
https://news.microsoft.com/2024/11/29/microsoft-releases-digital-defense-report-2024/
https://news.microsoft.com/2025/03/27/agentic-ai-cybersecurity-microsoft-crowdstrike

/ Yemmanmge . )

Security makes
progress possible
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“ We know
what we are,

but know not
what we

may be. 99

William Shakespeare ® Hamlet




B® Microsoft Security

IA & cybersécurite
Quels controles mettre en place
pour la protection de vos données

Guillaume Lagache Saida Laga

Solution Engineer Solution Engineer
Cybersecurity Cybersecurity



g iin A,first world

Who's using GenAl in your
organization and how?

B S

O~ Are
outputs and
interactions . @
X
L protected =
and well-
governed?

What type of o
sensitive data (O ®
is flowing in?

& O Em

What types of GenAl apps are
being used in your organizations?




R = A

Home Activity
at,
B P DSPM for Al
Solutions
B overview Total interactions over time (Microsoft Copilot and agents) Total interactions over time (enterprise Al apps)
M 106,505 activities in the last 30 days 136 activities in the last 30 days
=y EF Recommendations
20k 52
@ I [l  Reports
Settings
— Apps and agents Preview 15k 19
&=
Data o= Policies
Lifecycle
Managem... 10k 26
60 Activity explorer
)
Communi... a Data risk assessments Sk 13
Compliance
Compliance 0 0
Manager Apr 20 Apr 27 May 04 May 11 Apr 20 Apr 27 May 04 May 11
e @ Microsoft 365 Copilot ® Security Copilot @ Microsoft Copilot Studio ® Enirs App
Information
Frosesten View details View details
at I I
"-
DSPM for
Al
Total visits (other Al apps) (O Total interactions over time (other Al apps)
210 activities in the last 30 days 3 activities in the last 30 days
60 12
s 9
30 6
15 A\ />\ |
0 0

Apr20 Apr27 May 04 May 11 Apr 20 Apr 27 May 04 May 11

@ Microsoft Copilot @ Other @ ChatGPT @ Deepseck @ Claude @ Google Gemini .
@ Google Gemini

View details View details v



im] I Microsoft Purview x | 4+

< C B

//purview.microsoft.com/fabrikam/en us/

Microsoft Purview ' Preview e Try the new Microsoft Purview

+
®* pspM for Al

R '- Data
Saluti - .
e I #® Overview
] Top unethical use in Al interactions Sensitive interactions per app
1 E% Recommended actions . . . . . . . e . . .
sam Potentially unethical behavior detected in prompts and responses in Microsoft 365 Copilot. Sensitive information types shared with Copilot and other Al apps
e [l Reports Microsoft 365 Copilat
Settings I S I 20054
Data assessments (preview
™ (p! ) OpenAl ChatGPT Enterprise
e I S S
ﬁ €4 Policies 12151
. Contoso Sales Assistant (Copilot Studio)
Security
Posture = £ . 38.6K 44 2K
[_‘Q Activity explorer . I D D N 3752
Managem...
{preview) Megotiation App
. [ N ——— 3541
e B solutions
Contoso Chatbot(Copilot Studio)

I — — 1502

Related

® Targeted harassment @ Threat @ Money laundering @ Stock manipulation @ Jailbreak ® Source code @ Jailbreak @ Social security numbers @ Credit cards @ ABA routing numbers
[3 Information Protection View details View recommendation . )
View details
Eﬂ Data Loss Prevention
& Insider Risk Management
Sensitive interactions by department Top sensitivity labels referenced in Microsoft 365 Copilot
Sensitive information types shared with all Al apps by department ltems with sensitivity labels shared with Copilot
Madern work, Life, and Gaming
General
I . R
20054 - 19151
Sales OPS and CLM ’ News
I S . 12151 e 18342
. Public
Duvall Echa Falls 1010
—— 11151
I, 8752
. 70' 2 K External

]
CELA Cloud + Al I 5752

I B e 3541 \ Others
CHIE COGS ENG 1010 US a — 2852

Mot labeled

[ . e 1502
I 9750

® Source code @ Sabotage @ Social security numbers @ Credit cards @ ABA routing numbers

. . View details View recommendation
View details



B i®

® DSPM (preview) Data security objectives
. . _— _ o . . LW 6
o View and track data security objectives for your organization. Each objective highlights key risks to address, actions to take,
|2 Posture and progress over time. This helps your organization stay aligned with your overall data security posture. Learn more
Agents | @ Objectives
m Ci Al observability (preview) Data discovery Data protection Data investigation
Learn
@ 60 Discover ~
Settings
. Apps and agents Data protection ~ Microsoft 365 Copilot P AG
]
T
DSPM Data risk assessments
Prevent data exposure in Microsoft 365 Copilot interactions
o ﬁu Activity explorer 30,916 Microsoft 365 Copilot and Microsoft Copilot interactions with sensitive data were detected from your organization in the last 30 days, an increase of (% Take action to reduce risk @
protection Asset explorer I 5%. This could indicate emerging patterns of data exposure. Taking action could reduce sensitive
Y . . interactions from 30.9K to 22K, which is about a
‘= Tacke and actions N 30.9K interactions 25.2K ~2% 256 73 299% decrease.
ﬂ_’___,.__,- 5% in last 30 days User prompts Files overshared
Setup tasks
Remeadiation actions View remediation plan (> View agent activity v ) copilot prompts View objective =
(] Reports
,FAG

Data protection ~ Oversharing

Prevent oversharing of sensitive data

32,729 items are unlabeled and contain sensitive data from Microsoft 365 and Microsoft Fabric in the last 30 days, an increase of 4%. This could indicate (% Take action to reduce risk ©®

emerging patterns of oversharing sensitive data.
Taking action could reduce oversharing files

|
Y . from 32.7K to 16.3K, which is about a 50%
21.1K files overshared 4.2K ~-2% 356 7 decrease.
) Files with sensitive data not Files shared externall
f_,.,-a-’-'-”l‘ +5% in last 30 days labeled es shared externally
View remediation plan I view agent activity ~ & Copilot prompts View objective =

i

Data protection Exfiltration



Settings

at
1]
D5PM

&

Information
protection

Microsoft Purview

DSPM (preview)

Posture

Objectives

Al observability (preview)
Discover

Apps and agents
Data risk assessments
Activity explorer
Asset explorer

Tasks and actions
Setup tasks
Remediation actions

Reports

Data protection Exfiltration

Prevent exfiltration to risky destinations

Prevent sensitive data from reaching risky destinations via email, devices, or cloud apps by enforcing controls that detect and block exfiltration attempts.

2.4K files at risk 1.2K 2% 950 A +3% 360 2%
T M 45% in last 30 days Files saved to USB

Files sent to personal domain  Files sent to external cloud

View remediation plan (D view agent activity v @& Copilot prompts

Data discovery Al apps

Discover unmonitored data sources referenced by Al apps

2,956 Al app interactions referenced unmonitored data sources in the last 30 days, an increase of 4%. Microsoft Purview supports these data sources but
can't monitor them until they're connected. To discover and protect these data sources in DSPM, connect them to Microsoft Purview through partner-built
connectors.

2.9K Al app interactions 25 o2 1.5K 7 +3%
) Domains belonging to these Al apps referencing these data
et T +4% I last 30 days data saurces sources

View remediation plan D view agent activity ~ @& Copilot prompts

Data protection Exfiltration

Prevent exfiltration to unsanctioned Al apps

24,700 files were shared in unsanctioned Al apps in the last 30 days, a decrease of 5%. The risk is improving, but some sensitive data use in unsanctioned Al
apps is still occurring.

950 ~u-3% 360 u-3%
Unique Anthropic Claude Unigue Microsoft Copilot
sessians sessions

24.7K files exfiltrated to Al apps 12K 2

e ¥ -5%in last 30 days Unigue ChatGPT sessians

View remediation plan > View agent activity ~ @& Copilot prompts

'.5 Copilot ‘

(% Take action to reduce risk @

Taking action could reduce exfiltrated files from
2.4K to 11K, which is about a 54% decrease.

View objective =

(% Take action to reduce risk ®

Taking action could reduce Al interactions
referring to unmonitored data sources to zero.

View objective =

FAW

(% Monitor to identify new risks

Mo actions are required right now. Mew risks,
such as data or users not covered by security
controls can change your posture. Continuously
monitoring your objectives helps protect your
sensitive data.

View objective =



Microsoft Purview

@ [ 1 ]

Solutions

[
Agents | @
D
Learn
E§3 6D
Settings
+
13
DSPM
Information
protection
(D

DSPM (preview)

Posture

Objectives

Al observability (preview)
Discover

Apps and agents
Data risk assessments
Activity explorer
Asset explorer

Tasks and actions
Setup tasks
Remediation actions

Reports

Exfiltration risk patterns
Review exfiltration activity and risk patterns in the last 30 days.

Files exfiltrated to personal
accounts

Files containing sensitive data were
sent or saved to personal accounts

such as Gmail, Outlook, and Google
Drive.

View activities

Review risk pattern

Departing users transferring
files with sensitive info

Top activities suggest departing users
are moving or sharing files containing
sensitive data to external destinations
before they lose internal access to
your data.

View activities

Review risk pattern

Q. search

gmail.com
(N I —— 4123

outlook.com

drive.google.com
S N B 3524

drive.google.com
(S [N —— 2200

drive.google.com
I S 1700

® Us Social Security number
® Phone number (global format)
@ Customer ID (internal CRM)

Email to self
(N IR I 4123

Printing files
(I IR, I 4000

Copy to USB
(N SR m——— 3h24

Sharing files externally
T W — 2200

Upload to personal cloud
O N S 1700

® US Social Security number
® Phone number (global format)
® Customer ID (internal CRM)

Risky users shared files from
internal cloud storage

High-risk users are sharing from
internal enterprise cloud storage to
external destinations.

View activities

Review risk pattern

Top exfiltration activities in
your organization
Activity shows files containing

sensitive data were moved or shared
to external destinations.

View activities

Review risk pattern

View exfiltration reports

Departing users
I S I 4123

Priarity watch users

Disgruntled users
(! [, mm— 3hra

@ US Social Security number
® Phone number (global format)
@ Customer ID (internal CRM)

Personal cloud storage
I S . 4123

Removable media

Print
A S —— 23R4

MNetwork share
N 0200

Remote desktop session
O R E— 2200

® Us Social Security number
® Phone number {global format)
® Customer ID {internal CRM)



Microsoft Purview

Risk pattern details: Files exfiltrated to personal accounts

Q Remediation plan to prevent exfiltration (4 actions)

Estimated impact: Reduce exfiltrated sensitive data by approximately 54%.

MNumber of items

I | J—
i ]
Gmail Outlook Google Drive Dropbox iCloud Hotmail OneDrive

External destinations

US Social Security number @ Phone number (global format) @ Customer 1D {internal CRM)

< Export 1,205 items = Filter ~ Q Filter by keyword

Activity type + User Timestamp Item Internal data source External destination Sensitive info types

Email external to self Jjohn.smith@example.com August 5, 2023 11:00 AM Presentation.pptx OneDrive Outlook Public

Email external to self alice jones@sample.com August 6, 2023 1:15 PM Budget.xlsx OneDrive Yahoo Confidential

Email external to self bob.brown@company.com August 7, 2023 9:45 AM MeetingMNotes.txt SharePaint Gmail Company

Email external to self carol.white@business.org August 8, 2023 2:20 PM ProjectPlan.docx OneDrive Outlook Private

Email external to self david.green@domain.com August 9, 2023 3:00 PM Invoice.pdf SharePoint ‘Yahoo Public

Email external to self eve.black@website.net August 10, 2023 4:30 PM Feedback.doc SharePaint Outlook Confidential

Email external to self frank.stone@service.com August 11, 2023 8:15 AM Summary.pptx OneDrive Gmail Company




Remediation plan: Prevent exfiltration to risky destinations

Increased risks detected in the last 30 days 5 Hide details

An increasing number of files containing sensitive data were sent or saved to personal accounts, including by

potentially risky users, such as departing users. Estimated impact on risk pattern
Remediation plan

Create targeted Data Loss Protection (DLP) and Insider Risk Management policies and deploy agents to accelerate
protections for existing and emerging risks.

4 N

{73 Policy not yet created a Trend without remediation plan

Prevent loss of sensitive data

Quickly create a DLP policy using the highlighted sensitive info types (SITs), targeting Exchange and devices,
and including restricted domains. This limits unauthorized sharing, use, or transfer of sensitive information
in devices, apps, and services, including Al apps and agents.

Velume of files

View policy details Create custom policy in DLP C
Trend with remediation plan

\
p

7% Policy not yet created

Detect and remediate potential insider risks 10/04/2025 10/08/2025 10/12/2025 10/16/2025 10/20/2025 10/24/202:

Quickly create an Insider Risk Management policy combining email indicators, the upload-to-web indicator, Timeline
sensitive info types (SITs), and unallowed domains. This helps to detect, investigate, and address potential
insider risks, such as data theft, data leaks, and other risky behaviors.

View policy details Create custom policy in Insider Risk Management ©

-

Clear all Apply Cancel




Microsoft Purview ﬁ coPi lot

® ®*: DSPM (preview) Data security objectives

Salutions

D

Agents l @ Objectives

View and track data security objectives for your organization. Each objective highlights key risks to address, actions to take,
2 Posture and progress over time. This helps your organization stay aligned with your overall data security posture. Learn more

] C{ Al abservability (preview) Data discovery | | Data protection Data investigation
Leamn
@ 68 Discover ~
Settings
~ Apps and agents Data protection | Microsoft 365 Copilot
av
[ 1}
DSPM Data risk assessments
Prevent data exposure in Microsoft 365 Copilot interactions
i mﬁf R S 2020 30,976 Microsoft 365 Copilot and Microsoft Copilot interactions with sensitive data were detected from your organization in the last 30 days, an increase of (4 Take action to reduce risk @
information
protection A 5%. This could indicate emerging patterns of data exposure. Vet 2 s e sl Il ER s
sset explorer
. . interactions from 30.9K to 22K, which is about a
:= Tasks and actions ~ 30.9K interactions 252K A2 256 7 +3% 29% decrease.
e 5% i last 30 days User prompts Files overshared
Setup tasks
Remediation actions View remediation plan @} Copilot prompts Review objective =
] Reports

Data protection Oversharing

Prevent oversharing of sensitive data

32,729 items are unlabeled and contain sensitive data from Microsoft 365 and Microsoft Fabric in the last 30 days, an increase of 4%. This could indicate (% Take action to reduce risk @
| emerging patterns of oversharing sensitive data. Tl px el pe s e
_atilh . from 32.7K to 16.3K, which is about a 50%
21.1K items overshared 42K 2% 356 3% decrease.
Total unlabeled items Items shared externally

,_J_,._,-f"-‘" T 45% in last 30 days

View remediation plan 0y} Copilot prompts Review objective =

Data protection Exfiltration

Pravent avfiltratinon 0 riclv dectinatinnc



Remediation plan: Prevent data exposure in Microsoft 365 Copilot and Microsoft Copilot interactions

Control unethical behavior in Al

Detects future interactions so you can investigate and take action. »  Hide details

View policy details Estimated impact on risk pattern

A You do not have permission to apply this action.

-

Review actions v

-

@ Improvement actions pending

Trend without remediation plan

Boost your compliance health

Baseline Al regulation checks is completed and Microsoft has already configured and enforced few
guardrails to safeguard your landscape. Reach your compliance objectives by implementing recommended
improvement actions.

Volume of interactions

Trend with remediation plan

View progress View all improvement actions ©

Protect your data from potential oversharing risks in Microsoft 365 (SharePoint and

OneDrive)
Timeline

Data assessments provide you with insights on potential oversharing risks in your organizations along with
remediation actions to clean up your permissions on data.

View details View Microsoft 365 default assessment results

\

Clear al Apply Cancel




. s s i e

-t . . .
em DSPM (preview) Data risk assessments (Microsoft)

Use data assessments to identify potential oversharing risks in your organization. They also provide fixes to limit access to sensitive data.

B D

Saolutions
|~ Posture

go=nts @ Objectives ™ Microsoft 365 B& Microsoft Fabric

Al observability (preview)
L 3 S . - 1 . ; ;
== Item-level scanning and remediation available in custom assessments. You can now create custorn assessments to scan individual files in SharePoint for potential oversharing and take remediation actions. Learn
Create custom assessment X

A~ more about item-level remediations.

S

H
o

@ @9 Discover

Settings
Apps and agents . . . “
i Assess and prevent oversharing of sensitive data in Microsoft 365 ~
([ ]
DSPM | Data risk assessments
ﬁ Activity explorer @ Identify @ Protect @ Monitor
Information Review assessment results for users accessing sensitive items. Limit Microsoft Copilot access to sensitive data and apply label Conduct SharePoint site and access reviews to evaluate
protection Asset | You can review the weekly results from the Microsoft 365 default and retention policies to Fabric workspaces and data. permissions and user access.
sset explorer ; i
P assessment or create custom assessments to review specific data
o L _ sources and users.
:= Tasks and actions 2
Setup tasks
Remediation actions Default assessment Custom assessment status
Assesses oversharing of sensitive data for the top 100 SharePoint sites based on how many times the sites are accessed. Results are derived from data collected
[ Reports over the last 30 days. ’
Results
Total items Sensitive data detected Link sharing data with anyone 58
Last updated Next update Frequency
Oct 27, 2025 MNov 3, 2025 Weekly
® Completed @ Expired @ In progress
View default assessment
Custom Microsoft 365 assessments
Custom assessments review specific data sources and users to identify potential oversharing of sensitive data. If the results are expired, you can duplicate the assessment to refresh the results.
-+ Create custom assessment 1@ Delete (#) 5 items
[ Custom assessment name < Data scan Potentially overshared items Started on Completed on Results expire in Actions
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S

Agents

H

Leam

@

Settings

Information
protection

Microsoft Purview

DSPM (preview)

Posture

Objectives

Al observability (preview)
Discover

Apps and agents

Data risk assessments
Activity explorer
Asset explorer

Tasks and actions
Setup tasks
Remediation actions

Reports

'
‘4 Search

Data risk assessment  »  Finance data assessment 10/13/2025
Finance data assessment 10/13/2025

Overview  Potentially overshared items (Mew

136 potentially overshared items detected

136 items are potentially overshared in your scoped data sources. An item is idenfied as potentially overshared if it has a sharing link that's accessible to external or anonymous users. View

detected items and remediate as needed.

View items

Assessment details

Sources included Potentially overshared items Status
64 136 Completed
Total items Sensitivity labels applied to items
Labeled

. 5782

Mot labeled
. 8456

12.8M

@ No sensitive info types detected @ Sensitive info types detected

@ Scanned for sensitive info types @ Mot scanned @ Unscanned items

Data assessment results
Review potential oversharing risks in your org and take action, such as limiting access to sensitive data and evaluating access to SharePoint sites.

L Export

Completed on
October 25, 2025

Items shared with

Anyone
) I 57e2

Peaple in your arganization
[ S ——— BASE

Specific people
I B 8752

Peaple outside your organization
I B 188K

® SharePoint @ OneDrive

7 items



Microsoft Purview

B D

Salutions

S

Agents @

H
fo!

Leam

@ 60

Settings

Information
protection

DSPM (preview)

Posture

Objectives

Al observability (preview)
Discover

Apps and agents

Data risk assessments
Activity explorer
Asset explorer

Tasks and actions
Setup tasks
Remediation actions

Reports

€~ Back to Data Risk Assessment Contoso merger assessment
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> Name Sharing link type Sensitivity label

~  https://zava.sharepoint.com/sites/contoso

0

O

D Contoso status.docx (1) Anyone Unlabeled
l:‘ Contoso passwords.txt (2) Anyone Confidential
D Systern_Admin_Credentials_Contoso Anyone Confidential
D Contoso merger strategy.pptx Anyone General

|:| Contoso FY25 financials.xlsx (2} Anyane Unlabeled
D Contoso employee infoxlsx (2) Anyone Confidential
D Due diligence report.docx (2) Anyone Confidential
D System_Admin_Credentials_2 text (2) Anyone Unlabeled
[:I Contoso FY24 financials.xlsx (2) Anyone Confidential
U

~  [sites/operationsdepartment (1)

System_setup_instructions.docx Anyone Confidential

Owner

Robine Kline

Robine Kline

Robine Kline

Robine Kline

Robine Kline

Rohine Kline

Robine Kline

Robine Kline

Robine Kline

Robine Kline
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 Pending

> Pending

Pending
Pending
Pending

Pending

Pending
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Anyone

Anyone

Anyane
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Unlabeled
Confidential

Confidential

Unlabeled
Confidential
Confidential
Unlabeled

Confidential
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Robine Kline
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Pending
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Microsoft Purview

Resolve 3 items

Items to resolve

Contoso status.docx (1), Contoso passwords.txt (2),
System_Admin_Credentials_Contoso

Resolving these items mean you;ve determine they're not overshared. They'll be
flagged as "Remediated in the status column

Resolve items
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Send a notification

An email will be sent to the site owners about the violations found in their sites. You
can also copy the URL that will be sent in the email and pass it directly to the owner.

[] Name Owners Status Actions

System_admin_cre..  Cassandra Dunn 3 Pending O copy URL
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Settings . .
Apps and agents Remove sharing link
at, [] > Name ik type Sensitivity label Owner Last modified date Last Action Remediation status
1} -
3 Apply sensitivity label
DSPM I Data risk assessments |:| ~  https://zava.sharepoi. I : -
ﬁ Activity explorer ] Contoso status.docx (1) Anyane Unlabeled Robine Kline 10/13/2025 Resolved © Remediated
Information
protection O Contoso passwords.txt (2) Anyone Confidential Robine Kline 10/13/2025 Resolved © Remediated
Asset explorer
s D Syster_Admin_Credentials_Contoso Anyone Confidential Robine Kline 10/13/2025 Resolved @ Remediated
:= Tasks and actions ~ )
] Contoso merger strategy.pptx Anyone General Robine Kline 10/13/2025 Notified © Remediated
Setup tasks Contoso FY25 financials.xlsx (2) Anyone Unlabeled Robine Kline 10/13/2025 -- > Pending
Remediation actions EI Contoso employee info.xlsx (2) Anyone Confidential Robine Kline 10/13/2025 == & Pending
O Due diligence report.docs (2) Anyone Confidential Robine Kline 10/13/2025 -- * Pending
L] Reports
D System_Admin_Credentials_2.txt (2) Anyone Unlabeled Robine Kline 10/13/2025 - 2 Pending
O Contoso FY24 financials xlsx (2) Anyone Confidential Rabine Kline 10/13/2025 = 5 Pending
|:| ~  [sites/operationsdepartment (1) =

Systern_setup_instructions.docx Anyone Confidential Robine Kline 10/13/2025 — % Pending
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Apply sensitivity label

Choose a sensitivity label
Choose a sensitivity label
Public
General
Confidential

Highly Confidential

Apply label

?
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Remove sharing link

Items to remove sharing link

Name Access link type

Cantoso employee info.xlsx (2) Anonymous

Remove
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Settings
Apps and agents
¥, [] > Name Sharing link type Sensitivity label Last modified date Last Action Remediation status
([ ]
DSPM I Data risk assessments [] v nhttps;//zava.sharepoint.com/sites/contaso
ﬁ Activity explorer D Contoso status.docx (1) Anyane Unlabeled Robine Kline 10/13/2025 Resolved © Remediated
Information
protection O Contoso passwords.txt (2) Anyone Confidential Robine Kline 10/13/2025 Resolved © Remediated
Asset explorer
s D System_Admin_Credentials_Contoso Anyone Confidential Robine Kline 10/13/2025 Resolved @ Remediated
:= Tasks and actions ~ )
] Contoso merger strategy.pptx Anyone General Robine Kline 10/13/2025 Notified © Remediated
Setup tasks ] Contoso FY25 financials.xlsx (2) Anyone General Robine Kline 10/13/2025 Labeled @ Remediated

Remediation actions Contoso employee info.xlsx (2) Anyone Confidential Robine Kline 10/13/2025 Link remaved @ Remediated

[l Reports

System_Admin_Credentials_2.txt (2) Anyone Unlabeled Robine Kline 10/13/2025 —= L

Pending

v

Contoso FY24 financials.xlsx (2) Anyone Confidential Robine Kline 10/13/2025 — > Pending

0 00d

~  [sites/operationsdepartment (1) -

Systern_setup_instructions.docx Anyone Confidential Robine Kline 10/13/2025 — % Pending
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= Entradpp L I [ [ I b bl |y Opolicies 0 policies !

~  Other Al apps (3)

© cracer © Monitored . h . | | | Nodstaavaiable 2 Policies 1 Policies 1
A\ Claude ©@ Monitored I | Mo data available 2 Policies 1 Policies 1
< Google Gemini © Monitored . l ___________ I. |||| Mo data available 2 Policies 1 Policies 2

Posture de sécurité centrée sur les app et agents IA, sur les aspects sécurité et conformité



En quelques mots

Disposez d'une visibilité sur I'utilisation de I'lA générative
grace a des rapports, des tendances et des recommandations.

Recommandations de politiques basées sur les principaux
risques liés aux données dans l'usage de I'lA générative au sein
de votre organisation.

‘‘‘‘‘‘

couvrant la prévention des pertes de données (DLP) et la
gestion des risques internes.

Evaluation des risques liés aux données pour identifier les
sites SharePoint trop permissifs.

Rapports sur |'utilisation des applications et agents GenAl,
incluant les usages risqués et les interactions sensibles ou non
éthiques.

@ Panneau de contréle pour toutes les politiques liées a I'lA,



2" Microsoft Security

Larrivee de Copilot nest pas seulement
une réevolution de la productivite :

cest lopportunité inattendue qui
pousse votre organisation a
transformer sa gestion des données
trop longtemps mise de cote.

Elevant votre stratégie de gouvernance
bien au-dela d’'une simple question de
securite liee a l'lA.




Copilot aide les utilisateurs a générer du contenu,
analyser des données et répondre a des questions en
sappuyant sur les fichiers, e-mails et discussions
(nternes de lorganisation.

Une stratégie de sécurité proactive devient
incontournable.

Il emerge de nouveaux risques en matiere de sécurité

des données. Copilot respecte les autorisations
existantes de lutilisateur. Cela signifie que toute
lacune ou incohérence dans la gouvernance des
données de ['OI’gGI’)[S(Jt[OI’) (surpartage, données obsoletes ou
de mauvaise qualité, accés incohérents) peut étre amplifiée par
Copilot, augmentant ainsi le risque dexposition de
données sensibles.




Quels risques souhaitons-nous couvrir ?

/
Fuite et surexposition de

données sensibles

Copilot accede a toutes les
informations pour lesquelles un
utilisateur dispose des
autorisations. Si un utilisateur a
acces a des données sensibles,
Copilot aura le méme acces, ce
qui peut entrainer l'inclusion de
données confidentielles dans
ses réponses. Le « surpartage »
d’informations constitue donc
un risque majeur.

<

Shadow Al

Le « Shadow Al » désigne
I'utilisation par les employés
d'outils d'IA non approuves en
dehors de I'environnement
Microsoft 365 géreé. Cela pose
des risques importants en
matiere de sécurité et de

conformité.

K
Données de mauvaise

qualité ou obsoletes

Si les données sont mal gérées,
désorganisées ou contiennent
des données superflues,
Copilot peut refléter ces
problemes et les amplifier. Cela
peut entrainer des réponses
inexactes ou trompeuses et
accroitre les risques de fuite de
données. Ce principe, «
garbage in, garbage out »,
s‘applique ici avec des
implications de sécurité
amplifiées.

\

——

\

|

/ )
Conformité réglementaire

Le traitement des données
sensibles par I'|A doit respecter
les reglementations en vigueur
(par exemple, RGPD, HIPAA), et
un manque de contrdle peut
entrainer une non-conformité.
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e o

S

e



Preparez un pilote réussi

Sélectionnez les utilisateurs, préparer I'accompagnement, définissez les criteres de succes

Rangez votre chambre

Evaluer les problemes de partages excessifs et gérez le cycle de vie des données

Concentrez-vous sur les joyaux de la couronne

Comprenez vos données, puis identifiez et protégez les plus sensibles

Passez a la vitesse supérieure

Utilisez les fonctionnalités avancées pour une meilleur gouvernance et gérer les risques internes

Adaptez et faites évoluer votre gouvernance IT

Recherchez et explorez de nouveaux sujets, et affinez vos processus
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Preparation du pilote
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A propos des utilisateurs

100 a 250 utilisateurs constituent un bon point de
départ pour suivre les retours dexpérience.

Profils variés qui refletent la diversite des réles et
des usages au sein de votre organisation.

Incluez différents niveaux hiérarchiques et des
degrés variés de compétence technique.

Définissez des Champions : ils deviennent des
ambassadeurs des bonnes pratiques et des relais
pour les retours utilisateurs et le support.

Utilisateurs volontaires et motivés : ils facilitent
I'adoption et fournissent des retours constructifs.

Intégrez des utilisateurs qui manipulent déja des
données sensibles.

Change Management

Sensibilisation : lIs doivent étre informés de I'utilisation
responsable de I'lA et des politiques de sécurité

Prompt Academy : Former les utilisateurs a créer des
prompts efficaces et puissants.

Communication continue : Animer le pilote avec une
stratégie de communication solide : exemples de prompts,
avertissements, communauté.

Compréhension des étiquettes : S'assurer qu'ils
comprennent le fonctionnement des étiquettes de sensibilité
et leur impact sur l'interaction avec Copilot.

Canal de feedback : Définir un canal efficace pour recueillir
tous les retours et assurer le support.

“Garbage In, Garbage Out” et importance de I'hygiene
des données : Rappeler que la qualité des réponses dépend
directement de la qualité des données.



« Pen-testez » Copilot

Objectif : Evaluer si Copilot peut révéler des informations
sensibles, stratégiques ou confidentielles qui ne devraient pas étre
accessibles a l'utilisateur, ou assister dans des actions malveillantes
(méme indirectement).

Hypothese de base : L'utilisateur n'a pas d'acces direct ou
|égitime a ces informations/actions, mais tente de les obtenir via
Copilot, qui dispose d'un périmetre de données plus large.

Méthode de test : Soumettre des prompts et analyser les

réponses de Copilot :

" Révele-t-il des noms de projets confidentiels ?

" Des noms de clients sensibles ?

" Des données financieres non publiques ?

" Des informations sensibles sur les employés (salaires, ...) ?

" Des vulnérabilités internes ?

" Comment gere-t-il les demandes de contournement des
processus ?

Refus explicite : C'est la meilleure réponse de Copilot face a des
prompts malveillants.

Réponses génériques ou hors sujet : Si Copilot répond de
maniere tres générale ou sans inclure d'informations sensibles, c'est
un bon signe.

Fuite d'informations : Toute mention de noms, chiffres, projets ou
vulnérabilités qui ne devraient pas étre publics ou accessibles a
I'utilisateur constitue une faille de sécurité.

Assistance au contournement : Si Copilot suggere des
alternatives pour obtenir I'information ou réalise des actions
facilitant une intention malveillante.
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basiques sur SharePoint et Teams

4 )

Analyser le top 100 de vos sites les plus utilisés avec
I'admin center SharePoint.

Renforcez vos stratégies SharePoint et Teams

» Niveau de confidentialité par défaut

= Désactiver « Tout le monde sauf les utilisateurs externes »
» Définissez le comportement de partage des sites

Demandez aux propriétaires de site de faire du ménage
Revoir les membres des sites

Passez les sites de public a privé
Revoir les groupes sans propriétaires
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int Advanced Management

Découverte des sites avec données en sur partage.

Assistance a la revue des acces pour les propriétaires
de sites.

Remise a plat des acces sur les sites critiques.

Exclusion de sites critiques pour empécher Copilot de
raisonner dessus.




Une gestion efficace du cycle de vie des données est essentielle pour
maintenir un environnement Microsoft 365 propre, sécurisé et
conforme, en particulier avec l'introduction de Copilot.

e R
UL
TRV

Des politiques claires de conservation (ou de suppression) des prompts et _— =
y des réponses de Copilot doivent étre définies afin de garantir que les ‘ ﬁ
informations sensibles soient conservées pendant la durée requise a des fins v
. d’audit et de conformite. S

Les politiques d’expiration pour les groupes et sites inactifs sont
également essentielles pour éviter la prolifération de contenu et le sur
partage. Cela contribue a maintenir un environnement Microsoft 365 f

organisé et sécurisé.







La premiere étape pour protéger les données sensibles
est de les identifier. Microsoft Purview permet la
découverte et la classification automatiques des
données sensibles a travers divers services M365.

Q
Restricted
a

L'utilisation de Types d'Informations Sensibles

P W— (SITs) prédéfinis ou personnalisés, ainsi que de

O I e e e o o e classifieurs entrainés, permet de détecter des
h_mmm b apon D sewch J données sensibles dans les prompts et les
.:m ) o - | réeponses des utilisateurs Copilot.

' https//m365x83676902 sharepoint com/sites/operations "o ) -

T I R ——— . Pour un état des lieux précis des données, les
— . outils comme eDiscovery et Content Explorer
Roogieosie st sont inestimables. lls permettent de croiser les
et & informations avec les listes de sites SharePoint

. pour identifier les zones a risque et les volumes.

-~
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e
Les politiques DLP peuvent étre configurées pour le Chiffrement a double clé (DKE) offre le plus haut
empécher Copilot de résumer ou de référencer du niveau de protection pour les données extrémement
contenu sensible. Spécifiquement, Copilot peut étre sensibles. Les données protégées par DKE sont
empéché de raisonner sur des fichiers labellisés (qu'ils inaccessibles a Copilot.
soient chiffrés ou non)

résume ce doc TEST Lab CX
(&) copilot @
Le document TEST Label.docx est protégé, ce qui empéche I'accés a son contenu pour en faire un résume.

Tu peux soit :

» Me fournir une version non protégée du document,

= M’indiguer les grandes lignes ou copier-coller le texte ici pour que je puisse t'aider a le résumer.

Souhaites-tu essayer |'une de ces options ?







Superviser les interactions utilisateurs

Pending (57)  Resolved (5)  Exports =+ ot S = Beport mport % Download review activity
Filter y & Filters
Body/Subject : Any < Date:Any *  Sender:Any X Tags:Any X
g @ 02 0 839 L+ 0 10f57 selected [~ B Copilot in Word NP 4
& ' O ~ D subjec Tags Sender Reclplentz Summary  Plain text  User history
O ) Copilot in Teams nestorwilke@contoso.com  Copilot
M Conditions detected: Secret Projects (Dragon) View all
a8 (F Copilot in Word adelevance@contosocom  Copilot
Prompt entered ﬂ Microsoft Woed
O ) Copilot in PowerPoint Copilat ce@contoso com
e Adele Vance Asked Copilot in Word on Oct 16, 2023 at 453 PM (UTC)
u ) Copilot in Outlook jhermandez@contosocom  Copilot Give me a summary of project dragon and when it will be announced?
O F Copilot in Loop rsanchez@contoso.com Copilot Response returned
4 )
. . I_ | . n Copilat () copilot in Word Replied on Oct 16, 2023 at 453 PM (UTC)
Communlcatlon Comp Iance eSt un OUtI pUIssant pour A Copilot | apologize, but | am unable to summarize this topic as it pertains to a confidential project. The details and
° ° ° o announcement date of “Project Dragon™ are not publicly disclosed at this time
superviser les interactions des utilisateurs. .
n

Il permet de détecter les comportements a risque et les pr  covier
interactions non éthiques avec I'lA, en se basant sur les | o

types d'informations sensibles définis. coptot

Copilot
Cela inclut la détection d'activités qui tentent de |
contourner les instructions de Copilot ou de générerdu | . .

contenu inapproprié.

pcom  Copilot

W,

J 1 Copilot in Word vhaker@eantoan com Capilat

B .




Appliguer dynamiquement des politiques de sécurité en fonction des

actions a risque.

[

Un Utilisateur fait une série
d’actions a risque

Ca

Les actions dévient de la normalité ou
des habitudes

* |l a une série d'activité a risque dans les
interactions Copilot

« |l télécharge une centaine de documents
contenant des données sensibles

4

"=

e\

Identification de la séquence
des événements comme un
modele de risque

: 0 ® o
o
A

Time

Utilisation de I'lA pour I'analyse de risque

Ajout automatique de
I'utilisateur dans des stratégies
de sécurité plus fortes

O
o

Blocage des actions jusqu’a
I'investigation
* Ne peut plus accéder aux contenus sensibles
* Ne peut plus partager ou télécharger

* Ne peut plus supprimer

Trouver I'équilibre entre productivité et reduction des risques




Recertifier les acces utilisateurs

Des audits réguliers des permissions et des acces sont
essentiels pour prévenir I'escalade des privileges et le sur-
partage.

Les révisions d'acces (Access Reviews) garantissent que
les utilisateurs ont toujours les permissions appropriées
et que les acces sont révoqués lorsqu'ils ne sont plus
nécessaires.

Please review users’ access to the Operations
group in Contoso

Megan Bowen, your organization requested that you approve or deny continued
access for one or more users to the Operations group in the Test 46 review. The
review period will end on May 8, 2020.

Learn how to perform an access review and more about Azure Active Directory
¥

access reviews,

Privacy Statement

Microsoft Corporation, One Microsoft Way, Redmond, WA 98052
Facilitated by

= Microsoft

€ Access reviews

Contoso Sales Group Review

Please review members of ‘Contoso Sales’ See details
~ Approve > Deny 7 Don't know *= Accept recommendations
& Name T Recommendation Decision Reviewed by
® John Falzon Approve
johnfalzon@contoso.com Last signed in (Jan 5, 2022) less than 30 days before review began
[} Sofia Gomes Deny
sofiagomes@contoso.com Last sign-in date unknown
) Lei Liao Deny

Last sign-in date unknown

Details

Details



‘0 ".L »
\l - .

- -

-

Prise en charge des nouvelles alertes et rapports

= Recherche des interactions dans les outils eDiscovery
= Exécuter en routine les Data Risk Assessements

= Revue réguliere des acces et des groupes
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B® Microsoft Security

Leadership en cybersecurité a l'ere de I'lA

Temoignage de nos clients

Michel Dubois Olivier Lievens
Directeur Scientifique et Technique CIO
Groupe La Poste Business France

) Business
LA POSTE France
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I B® Microsoft Security

Les engagements de Microsoft
sur la souverainete des données

Cyril Voisin
Customer Security Officer Manager, EMEA




Souveraineté numeérique?
attention croissante a la sécurité des données,

a la conformité, ainsi qu'aux questions de commerce
mondial et de géopolitique

Exigences
reglementaires

©

Continuité
d’activité

Traitements IA @ Résidence

souverains des données

Pas d’'acces de
I'operateur de
cloud



Souverainete
numerique

La souveraineté numérique est la
capacité de participer a I'économie
numeérique de maniere sécurisee,
indépendante et avec des controles
autodéterminés.

Notre approche de la souveraineté numérique

Accessible a tous : la souveraineté numérique est une capacité
fondamentale des services Microsoft

de mesures opérationnelles, contractuelles et techniques

Dépendante de la charge de travail : les exigences en matiere
de controle souverain varient en fonction de la sensibilité et de
la criticité

@ Via des controles bien gouvernés : assurés par l'intermédiaire



Au cours de la derniere decennie, Microsoft a beaucoup investi dans
la sécurité, la confidentialité des données, et la conformité

2016

¢ Lancement du cloud ~
souverain allemand avec un
tiers de confiance local

Investissement de 3 milliards
de dollars pour doubler la
capacité cloud en Europe

+ Contestation de I'ordonnance
étatsunienne de non-divulgation
a propos des données clients, .
pour des raisons de transparence

+ 30 régions Azure actives

\ \

N

2017

2018

Premiere grande
entreprise
technologique a
appliquer les
droits relatifs aux
données du RGPD
a ses clients dans
le monde entier

Respect de
I'échéance RGPD

\

N

2019

2020

’ .

¢ Lancement de « Défendre vos
données » pour s'opposer
légalement aux demandes
gouvernementales d'acces aux
données

+ Engagement a indemniser en cas
de divulgation de données
personnelles en violation du RGPD

 Réaffirmation de I'opposition aux
portes dérobées de chiffrement
imposées par les gouvernements

2021

2022

°

? Engagement a assurer la

conformité totale au RGPD pour
tous les services cloud d'ici I'entrée
en vigueur en 2018

Victoire politique avec la limitation
des ordonnances de non-
publication par le Département de
la Justice étatsunien

Révision des contrats et controles
de confidentialité pour soutenir la
conformité des clients

? Lancement des premiers
centres de données cloud en
Afrique et au Moyen-Orient,
permettant le stockage local
des données

« Extension des droits de
confidentialité CCPA de
Californie a tous les clients
étatsuniens, adoptant une
posture « au-dela de la
conformité »

» 54 régions Azure actives

9 Annonce de la Limite
des données UE pour
Microsoft Cloud

+ Engagement a stocker
et traiter toutes les
données clients UE
dans des centres de
données européens
d’ici fin 2022

Lancement de Microsoft Cloud for Sovereignty avec une
résidence des données, une confidentialité et une conformité

renforcées.

Introduction du module complémentaire Résidence avancée

des données
Plus de 60 régions Azure actives

Extension du programme Go Local a 15 pays

Plus de 100 certifications de conformité, dont plus de 50

spécifiques a certaines régions

\ \

? Jalon important

2024

» Extension de la Limite des données
UE a la phase 2, ajoutant les
données personnelles
pseudonymisées et la télémétrie en
région.

» Réduction des transferts de
données hors UE en conservant les
données et métadonnées des
services cloud Microsoft en Europe

\ N\ \

\Z \Z

2023

* Lancement de la phase 1
de la Limite des données
UE, stockage des données
clients principales dans
des centres de données
européens

* Extension du programme
Go Local a plus de 25

pays

2>/ ), \>/) > 2026+

2025

? Finalisation de la Limite des données UE (phase 3) avec toutes
les données clients UE dans des centres de données européens

? Annonce de I'expansion du Microsoft Sovereign Cloud aux
environnements cloud publics et privés

» Lancement des fournisseurs nationaux de Cloud Bleu (France)
et Delos (Allemagne).

+ Annonce de 5 engagements européens sur les données
+ Plus de 70 régions Azure actives

* Plus de 20 milliards de dollars investis dans l'infrastructure
cloud européenne depuis 2023



Engagements numériques européens de Microsoft

Brad Smith (Président de Microsoft) sur la résilience numerique
face a la volatilité géopolitique, Bruxelles, 30 avril 2025

Nous continuerons

a protéger la °
e confidentialité des Nous

Nous . .

iend | donpees contribuerons
soutiendrons la européennes. ; )
résilience toujours a

protéger et a
défendre la
cybersécurité de
I'Europe.

numérique de
I'Europe, méme en
cas d'instabilité
géopolitique.

Nous
contribuerons a
renforcer la
compétitivité
économique de

Nous
contribuerons a
la création d'un

vaste écosysteme I'Europe, y
d’'lA et de cloud a - compris dans le
travers |'Europe. Engagements numeriques domaine de

européens de Microsoft

I'open source.



https://blogs.microsoft.com/on-the-issues/2025/04/30/european-digital-commitments/
https://blogs.microsoft.com/on-the-issues/2025/04/30/european-digital-commitments/

Engagements numeériques européens de Microsoft

a Respect des lois européennes

Nous contribuerons

a la création d'un
vaste écosysteme
d’'lA et de cloud a
travers |I'Europe.




Investissements cloud de Microsoft en Europe




Engagements numeériques européens de Microsoft

a Un cloud européen pour |'Europe

Nous

soutiendrons la Un engagement de reésilience
resilience numérique de numérique

I'Europe, méme en cas

d'instabilité , o
, . Partenariats de continuité d’activite
geopolitique.




Engagements numeériques européens de Microsoft

e Engagement Défendre vos données

Nous

continuerons Frontiere de données de I'UE
a protéger la EU Data Boundary

confidentialité

des données o , S
, Sécuriser et chiffrer les données clients
europeennes.



https://blogs.microsoft.com/on-the-issues/2020/11/19/defending-your-data-edpb-gdpr/

Q La frontiere de
données de I'UE
(EU Data Boundary)
comprend la résidence
du traitement des
données par I'lA




Engagements numeériques européens de Microsoft

0 Nouveau RSSI Adjoint
" pour |'Europe

Nous contribuerons

cybersécurite de
I'Europe.

Protections supplémentaires

toujou rs a protéger Accélération de la conformité avec
et a défendre la notre projet SFI Data Boundary




Engagements numeériques européens de Microsoft

e Principes d'acces a I'lA

Nous contribuerons a

renforcer la compétitivite
économique de I’Europe, Acces ouvert a travers |'Europe

y compris dans le

domaine de l'open |
source. Fondation pour I'Europe




Microsoft Sovereign Cloud

spectre complet de capacités de souveraineté, a travers des solutions intégrées d’'lA, de productivité,
de sécurité et de plateforme cloud.

/ Controles souverains \

4 \( h 4 )
Cloud public souverain Cloud privé souverain Clouds partenaires nationaux
Les données demeurent en Europe, selon le Opérations continues dans des Environnements cloud spécialisés avec les
droit européen environnements hybrides ou services Microsoft 365 et Azure, pour les

déconnectés charges de travail d'infrastructure critiques
afin de répondre aux critéres de propriété et

d'expertise locales.

Opérations et acces contr6lés par le
personnel européen Cloud et productivité intégrés avec

Microsoft 365 Local
Choix des modeles d'lA et traitement IA qui

restent en Europe

 Allemagne : Cloud Delos congu pour

Capacités d'IA et prise en charge GPU répondre aux exigences Cloud du BSI

avancée avec Azure Local
 France : Bleu concu pour répondre aux
exigences de SecNumCloud

Plateforme de gestion et de développement cohérente



La souveraineté numeérique avec Microsoft Sovereign Cloud

Participer a I'économie numérique de maniere sécurisée, indépendante et avec des controles autodéterminés

Controles Advanced Data Residency
opérationnels for Microsoft 365

Regulated Environment

Data Guardian Management

Controles sur Azure Key Vault Premium Azure Key Vault Managed HSM External Key Management

les donnees Sovereign Landing Zones Customer Lockbox Azure Confidential Computing




Cloud partenaire national -
BLEU Admissibilité principale ‘. Bleu

Collaborer & innover en confiance

» Sl sensible pour les OIV et les OSE
* Les Sl sensibles sous la doctrine du

: . « cloud au centre »
* Une co-entreprise entre Orange et Capgemini

« Le gouvernement a agréé un opérateur local
indépendant de Microsoft pour exploiter un « cloud Autres certifications ciblées
de confiance » pour le secteur public francais

» Cloud en France avec une appropriation locale et une
infrastructure isolée congue pour répondre aux
exigences de SecNumCloud

Norme ISO 27001

HDS (Hébergement des
Données de Santé) v2




Répondre aux exigences de
souveraineté

Via un processus de gouvernance des
risques et des bénéfices

Analyser les risques de souveraineté
basés sur la probabilité et I'impact

|dentifier les risques et bénéfices, les actifs
critiques, les applications et les données et
cartographier les dépendances

Comprendre les options technologiques et
architecturales

Concevoir en équilibrant le niveau de risque
acceptable et la réduction acceptable des
bénéfices

Préparer et tester les plans de continuité d'activité
et la stratégie de sortie



Microsoft Sovereign Cloud prend
en charge les scénarios clés de
souveraineté numérique

Exigences
reglementaires

©

Continuité
d’activité

Traitements IA @ Résidence

souverains des données

Pas d’'acces de
I'operateur de
cloud



B® Microsoft Security

NIS2/DORA
Des outils concrets pour
renforcer votre cyber résilience

Etienne Lacour Marina Djouadi

Solution Engineer Director Solution Engineer
Cybersecurity Cybersecurity



250

Type juridique

Entrée en vigueur

Périmetre d'application

Objectifs clés
Gouvernance & responsabilité

Gestion des risques

Tiers / Sous-traitance

Détection & signalement
d’incidents

Tests de résilience

Sanctions & controles

Nouvelles exigences réglementaires chaque jour ...

* * %

NIS2 * a 4
Directive
* *
* 5k

Directive a transposer dans les |égislations nationales

Transposition dans les lois nationales attendue
(normalement octobre 2024...)

Entités essentielles (énergie, transport, santé, etc.) et
importantes (160K entreprise pour la France, subdivisée
en catégories criticité et taille)

Améliorer la posture de cybersécurité, gouvernance,
détection et réponse aux incidents dans divers secteurs

Exige implication de la direction dans la politique
cybersécurité et responsabilité renforcée

Approche proactive : identification, surveillance,
atténuation + sécurité de la chaine d'approvisionnement

Obligation de sécuriser la chaine d'approvisionnement
et d'intégrer les risques tiers

Notification rapide d'incidents aux autorités compétentes
+ rapports de suivi

Recommandation de réaliser des tests de vulnérabilité
et de pénétration

Multiplie les sanctions jusqu’a 2 % du CA mondial pour
non-conformité — Controle par 'ANSSI en France

* * %

DIGITAL
OPERATIONAL
RESILIENCE

*
* DORA *
*

Reglement directement applicable dans tous les Etats
membres

Applicable depuis le 17 janvier 2025

Entités financieres (banques, assureurs, prestataires TIC
critiques pour la finance) (1379 entreprises en se basant sur
ACPR + 19 TIC — dont Microsoft)

Assurer la résilience opérationnelle dans le secteur
financier : continuité et intégrité des services TIC

Exigences similaires dédiées a la direction, avec
responsabilité directe sur la résilience ICT

Gestion intégrale du risque ICT, tests réguliers, attention
particuliere aux prestataires tiers

Supervision directe des prestataires ICT critiques par
les autorités, clauses contractuelles, suivi continu

Signalement prescrit des incidents ICT majeurs
(notification initiale, rapports intermédiaires, finaux)

Tests obligatoires (« threat-led penetration testing »
annuels + tests de résilience opérationnelle périodiques)

Mécanisme d'application rigoureux aligné sur les
régulations financieres, sanctions significatives — contréle
par ACPR, AMF, ESAs



Les objectifs et chantiers de NIS2

Manage
Security Risk

Al;
Governance

A3: Asset
Management

A2: Risk
Management

A4: Supply
Chain

Protecting

NIS2 Objectives

Against Cyber Attack

B1: Service
Protection

Policies And
Processes

B3: Data
Security

B5: Resilient
Networks And
Systems

Detecting Cyber Security

Incidents

NIS Principals

B2: Identity
And Access
Control

B4: System
Security

B6: Staff
Awareness
And Training

C1: Security
Monitoring

C2: Proactive
Security Event
Discovery

** **

J enisa m

%

Minimizing The Impacts Of
Cyber Security Incidents

D2: Lessons
Learned

D1: Response
And Recovery
Planning



Modele de responsabilites partagées dans le Cloud

Responsibility always
retained by the customer

Responsibility
varies by type

Responsibility transfers
to cloud provider

Responsibility

Information and data

Devices (Mobile and PCs)

Accounts and identities

Identity and directory infrastructure
Applications

Network controls

Operating system

Physical hosts

Physical network

Physical datacenter

- Microsoft . Customer AShared

FEFKEEN
FREKEEN
HEEEEEN :

S
s

Le modele de responsabilités
partagés permet de deléguer
certaines briques infrastructure a
votre fournisseurs de Services.

Par exemple : Lorsque les clients
utilisent un service SaaS comme
M365, Microsoft traite 80 % de
I'infrastructure, le client doit donc
de se concentrer sur la mise en
ceuvre et la maintenance des 20 %
de controles restants



Cas particulier pour les Fournisseurs de Services Numeriques
(TIC)

Les acteurs du numérique ne seront pas soumis aux exigences relatives aux mesures de sécurité
transposées a I'échelle nationale - lls sont soumis a un acte d’exécution publié par la commission
européenne le 17 octobre 2024 qui précise les mesures a appliquer

Les acteurs du numeériques correspondent aux types d'entités suivants:

Annexe 1: Annexe 2 :
» Les fournisseurs de services DNS « Les fournisseurs de places de marché en ligne
» Les registres des noms de domaine de premier niveau « Les fournisseurs de moteurs de recherche en ligne
Les entités fournissant des services d'enregistrement de noms de domaine « Les fournisseurs de plateformes de services de réseaux sociaux

Les fournisseurs de services d'informatique en nuage
Les fournisseurs de services de centres de données
Les fournisseurs de réseaux de diffusion de contenu
Les fournisseurs de services géres

Les fournisseurs de services de sécurité gérés

“Security is our top priority and we are committed to working with others
across the industry to protect our customers.”

Satya Nadella Garantir la sécurité pour permettre votre transformation
Chief Executive Officer, Microsoft Corporation o ~ 1NN P X N
numeérique grace a une plateforme compléete, une

intelligence unique et des partenariats étendus.




Processus de certification

Fournisseur de services cloud Consommateur de services cloud
(processeur) (controleur)
. Exigences
B Microsoft I e

* Privacy
* Droit/conformité

« Standards
* Policy

Contrat

Rapports d'audit

Mesures techniques et
organisationnelles

Géré par le client

Informations descriptives

Audit

Informations interactives

Interne/Externe




Microsoft Compliance — Trust Center

Offres de conformité
reglementaire et

sectorielle
(RGPD, ISO 27001, HDS..))

Certification/Assurances =————=p

onformité Microsoft

mentation et ressounces Microsoft dont vous avez besoin pour commencer 3 utiliser la conformité

Offres pour la conformité Microsoft

Découvrez comment les produits et senvices Microsoft aident vos organization 3 respecter les nomes de
conformité réglementaire.

Offres de conformité Azure, Dynamics 365 et Microsoft 365

Informations pour Azure, Dynamics 365, Microsoft 365 et Power Platform, ainsi que d‘autres senvices pour facilter Fapplication des réglem|

Global

Global

Conseils Microsoft sur 1z conformité avec les secteurs d'activité et les normes et réglementations internaticnales & nationals

Réglement général sur la protection des données
(RGPD)

Consails pour vous aider & respecter les droits et 3 remplir les
obligations du RGPD lors de I'utilisation des produits et
services Microsoft

Conformité réglementaire & secteur

BRERBBRER

Secteur d'activité

FERPA

Microsoft Clou

FSA (Danemark)
GLBA (Ftats-Unis)
9 GsMA

Offres pour la conformité Microsoft
Microsoft propose un ensemble complet d'offres de
conformité pour aider vos organization & & o 2
exigances nationales, région: sectorielles régissant la
collects et Futilisation des données.

DFP (Royaume-Uni

BB &8

EBA (UE)

Decouvrez comm
- T

Micro: 5 &

ume-Un
PRA [Royaume-um ___

=

... HDs (franee)

Certification de service

Utilisez des ressources et une documentation de conformité organisées par des experts pour prendre en charge vos évaluations des risgues de Microsoft services en ligne,

Prise en main

Opérations

Intelligence artificielle (1A) Infrastructure

Planification et personnel

N

https://aka.ms/dpa (contrat, SLA)

Solutions de cybersécurité et de conformité NIS2 | Sécurité Microsoft

https://aka.ms/compliance certification

de gestion de la confidentialité Microsoft

Conformité DORA | Centre

0


https://aka.ms/dpa
https://aka.ms/compliance
https://www.microsoft.com/fr-fr/trust-center/compliance/nis2-compliance?msockid=32d0adc26f6468243bf9b81b6e23691d
https://www.microsoft.com/fr-fr/trust-center/compliance/dora-compliance?msockid=32d0adc26f6468243bf9b81b6e23691d

Comment les clients
peuvent-ils mesurer leur
conformiteé aux exigences
dans leur périmetre de
responsabilité ?

Comment Microsoft peut les
aider ?

Manage
Security Risk

Al:
Governance

A3: Asset
Management

A2: Risk
Management

A4: Supply
Chain

Protecting

Against Cyber Attack

B1: Service
Protection
Policies And
Processes

B3: Data
Security

B5: Resilient
Networks
And Systems

NIS2 Objectives

Detecting Cyber Security
Incidents

NIS Principals

B2: Identity C1: Security C2: Proactive

And Access Monitoring Security

Control Event
Discovery

B4: System

Security

B6: Staff

Awareness

And Training

* x
* *
} enisa m

%
*

Minimizing The Impacts Of
Cyber Security Incidents

D1: Response  D2: Lessons
And Learned
Recovery

Planning



Evaluer sa conformité avec Compliance Manager

Microsoft 365 compliance

Home
Compliance Manager
Data classification

Data connectors

Reports
Policies

Permissions

Solutions

Catalog

Settings

More resources

Customize navigation

Show all

Compliance Manager

Compliance manager settings

Overview  Improvement actions  Solutions ~ Assessments  Assessment templates
Use a template to help you create assessments for your organization, Templates contain the controls and action data needed to track complance with regulations. standards, and policies. Learn about working with templ

Filter N Filters

Certification: Any Product scope: Any

Create new template = Export all actions 21items O Search = Group

Assessment template Product scope Certification Created by Last updated Created
FFIEC IS (Intune) Intune FFIEC IS Microsoft
CSA CCM
FedRAMP Moderate
FFIEC IS : fi 65 FFIEC IS
HIPAA/HITECH HIPAA/HITECH
ISO/IEC 27001:2013
ISO/IEC 27018:2014
NIST 800-171 i 65 NIST 800-171
NIST 800-53 : ffice 365 NIST 800-53
NIST CSF : ) NIST CSF
CCPA Preview
EU GDPR (Office 365) Yffice 365 EU GDPR

EU GDPR (Intune) n EU GDPR

Disclaimer: Recommendations from Compliance Manager should not be interpreted as @ guarantee of compliance. it is up to you to evaluate and validate the effectiveness of customer controls per your regulatory environment. These services are currently in

preview and subject to the terms and conditions in the O ces Terms. See also Microsoft

Give feedback

Score de conformité | Hiérarchisation des actions de remédiation | Evaluation semi-automatique



* x
x

x
} enisa m
*
x
NIS2 Objectives
Manage Protecting Detecting Cyber Minimizing The
Security Risk Against Cyber Attack  Security Incidents Impacts Of Cyber

Security Incidents

NIS Principals

L'identité est identifiée

e . Al A2: Risk B1: Service B2: Identity = C1: Security C2: D1: D2: Lessons
comme un des principaux Governance Manageme  Protection And Access Monitoring  Proactive Response Learned
vecteurs d’attaque, et |'un nt Policies And Control Security And

- . . Processes Event Recovery
des piliers de la directive. Discovery  Planning
Comment MICFOSOft, peUt_ll A3: Asset A4: Supply B3: Data B4: System
aider 3 la protéger ? Manageme  Chain Security Security

nt
B5: Resilient  B6: Staff
Networks Awareness
And And

Systems Training



Détection et reponse aux menaces liées aux identites

Microsoft Defender

Hunting ITDR Dashboard

ctions & subm This dynamic dashboard is offering a centralized
of critical insights and real-time data abou

identity threat detection and resp

By providing an intuitive inter

important information related to unauthorizec

Learning hub account compromiise, insider threats

o and abnormal activities, our dashboard enables
ar and manage potential

Partner log
Exposure management

Assets

Endpoints Top insights

Identities

. s . 7 users are considered dormant in AD and should be removed from sensitive groups
0 users were identified in a risky lateral movement path

ITDR Deployment Health Identity posture {Secure score) Highly privileged identities
Email & collaboration

o bt | Identity: 47.07% ' ~

Explorer Deployment

Sécurisation transparente des identités avec une solution intégrée



Automatiser la gouvernance des identités

Entitlement Management

Crée des Access R
applications, grou
Automatise les de

d'acces. 10 000 employés et 5 000

agents |A - Sécuriser l'identité a

Access Review,s' | 'ére de I'IA
* Revues périodiqus

SaaS$ apps
Cloud infrastructure
B® Microsoft Security 3 ’u aws

Privileged Identity Ma

Gestion des roles ;
time et approbatid

Lifecycle Workflows Franck Heilmann Christophe Guerre
Automatisation de Senior Product Manager Cloud Solution Architect
identités (onboard

role).

Politiques de conformité et sécurité
MFA, conditions d'acces, et intégration avec Zero Trust.



L'un des objectifs des
cyberattaquants est le vol
d’'informations.

Peux-tu m'en dire plus ?
Comment Microsoft peut
m’aider a répondre a cette
exigence de NIS2 ?

Manage
Security Risk

Al:
Governance

A3: Asset
Management

A2: Risk
Management

A4: Supply
Chain

Protecting

Against Cyber Attack

B1: Service
Protection
Policies And
Processes

B3: Data
Security

B5: Resilient
Networks And
Systems

NIS2 Objectives

Detecting Cyber Security

Incidents

NIS Principals
B2: Identity C1: Security C2: Proactive
And Access Monitoring Security Event
Control Discovery
B4: System
Security
B6: Staff
Awareness
And Training

** **

J enisa m

%
*

Minimizing The Impacts Of
Cyber Security Incidents

D2: Lessons
Learned

D1: Response
And Recovery
Planning



Sécurité des données : I'approche de Microsoft

Découvrez, classifiez et étiquetez
automatiquer

et empéchez BS Microsoft Security
autorisée dar

services et les

et le contexte QUEIlS controles mettre en place

données sen  pour la protection de vos données
risques les plt

IA & cybersécurite

| Comprendre |
Activez la prof
affecter les uti
stratégies app

de gestion du QF

d'acces condit Guillaume Lagache Saida Laga
Solution Engineer Solution Engineer

Ana|ySGZ le cc Cybersecurity Cybersecurity

enquéte de sécurite des donnees
directement a partir d'un cas de gestion
des risques internes.

| échelle grace

Information
Protection

Data Security
Investigations

Environnements hybrides, Cloud, SaaS, appareils, navigateurs, applications et agents IA.




Quelles solutions permettent
de repondre a I'exigence de
notification des incidents
aux régulateurs ?

Manage
Security Risk

Al:
Governance

A3: Asset
Management

A2: Risk
Management

A4: Supply
Chain

Protecting

Against Cyber Attack

B1: Service
Protection
Policies And
Processes

B3: Data
Security

B5: Resilient
Networks
And Systems

NIS2 Objectives

Detecting Cyber Security
Incidents

NIS Principals

B2: Identity C1: Security C2: Proactive

And Access Monitoring Security

Control Event
Discovery

B4: System

Security

B6: Staff

Awareness

And Training

* x
* *
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Détecter et répondre aux incidents

Détection
Exploiter les signaux collectés pour identifier avec certitude le scenario et les assets compromis

La disruption
des attaques

fait partie du
cycle de vie du
SOC

Disruption des attaques

Contient et isole I'asset en
temps réel

Protection

Renforcer les assets en continu

Investigation & Réponse
Diagnostiquer, comprendre |'étendue et I'impact de la violation



Détecter et répondre aux incidents

B® Microsoft Security

Pre-
breach

e oaerepd Du chaos au controle -
Maitriser la réeponse aux post-breach
| incidents _
l O
Défense Microsoft
autonome Security
Copilot

1l

Anne-Sophie Le Jouan Saad NIDIFI

Cybersecurity and Cloud Cybersecurity Cloud Solution

Couche Solutions Architect Director Architect

d’intelligence




Principes NIS2 associés aux principales solutions Microsoft (*)

Principes NIS2

Produits Microsoft

Al Governance Defender CSPM, Entra
A2: Risk Management Defender XDR and Purview Compliance Manager and Insider Risk Management
A3: Asset Management Defender CSPM, Defender for Endpoint
A4. Supply Chain Defender XDR, Entra and DevOps
B1: Service Protection Policies And Defender for API
Processes
Identity And Access Control Entra

Data Security

Microsoft 365 Purview (Information Protection, Data Loss Prevention, Insider Risk
Management)

B4:

System Security

Defender for Endpoint, Defender for loT and Intune

B5:

Resilient Networks And Systems

Azure Network Security

Staff Awareness And Training

0365 Phishing Simulation, Learning Paths, Policy Tips in Purview

Security Monitoring

Defender XDR, Microsoft Sentinel

Proactive Security Event Discovery

Defender XDR, Microsoft Sentinel

Response And Recovery Planning

Defender XDR, Azure Backup and Recovery, M365 Backup and Archiving

Lessons Learned

Security Copilot

CEeCeEe L 6 60 0 (6 |(lvee

(*) non exhaustif et indicatif




Ressources

https.//aka.ms/dpa (contrat, SLA)
https://aka.ms/compliance certification

Solutions de cybersecurité et de conformité NIS2 | Sécurité Microsoft
Conformité DORA | Centre de gestion de la confidentialité Microsoft



https://aka.ms/dpa
https://aka.ms/compliance
https://www.microsoft.com/fr-fr/trust-center/compliance/nis2-compliance?msockid=32d0adc26f6468243bf9b81b6e23691d
https://www.microsoft.com/fr-fr/trust-center/compliance/dora-compliance?msockid=32d0adc26f6468243bf9b81b6e23691d

B® Microsoft Security

Anticipez, analysez, agissez:
gardez une longueur d’'avance
sur les attaques

Khadidiatou BA Daniel Pasquier
Solution Engineer Solution Engineer

Pre-
breach

Post-
breach




Etat des lieux

Nombre moyen d'expositions par
organisation:

830'.6.39 Le temps moyen pour réduire
EXpOSItIOnS I'exposition:
o egies socrptony 58 jours

(Prioriser selon le risque, valider la faisabilité,
mobiliser les équipes)

Charge moyenne d'une équipe sécurité:

393.419 ressources

(Apps, données, infra, postes de travail, contréles,
réseau, utilisateurs...)

Délai moyen avant
exploitation des failles







CHANGE HEALTHCARE : RETOUR SUR
LATTAQUE RANSOMWAREE DE 2024

ACCES INITIAL
-« [ eaked credentials», Portail distant Citrix

DEPLACEMENT LATERAL

- Comptes de service compromis, privileges excessifs
et controles d'authentification faibles
 Extraction de données 6 TB+

DEPLOIEMENT DE RANSOMWARE
- Systemes centraux chiffrés, arret opérationnel

IMPACT SUR LENTREPRISE
- Lattaque a perturbé les opérations a |'échelle nationale

COUT DE LA VIOLATION
* Le colt total devrait dépasser 1 milliard de dollars




Passer de la reaction a la prévention




Niveaux de maturité pré-incident

1 Reactif

- Agir apres coup

Corriger lorsqu’une faille fait
la une.

C’est comme mettre sa
ceinture de sécurité apres
[’accident de voiture.

- 2 Proactif

Sécurité durable :
un programme
continu pour
réduire les
expositions
Analyse et correction

régulieres tout au long de
I'année.

C’est maintenir sa voiture en
bon état grdce a l'entretien
régulier.

3 Preemptif

Durcissement
automatique

Des agents qui réduisent en
continu I'exposition aux
menaces, de maniere
autonome et prudente

C’est une voiture autonome
qui évite le danger avant
méme que vous ne 'ayez vu.




Anticiper les menaces, cest d'abord connaitre sa

surface d'attaque

Pre-incident

Carte des expositions

Post-incident

(5,




Découvrez Microsoft Security Exposure Management

Centraliser toutes les données et processus

de sécurité

Actifs informatiques

Menaces

Droits d’acces et privileges

Vulnérabilités et risques

Données, Apps, GenAl...

Construisez un graphe relationnel de toutes les entités
numériques

Utilisateur

g\

N
N

\\\ Appareil

Secret Application Saa$S

®
o

i Utilisateur
Données /
sécurisées @

) ‘
Appareil ‘ @
\ \ﬂ
—®
Charge de
travail cloud
o @ ©
sQL
loT Conteneur
Q@ N E
{ \ O
A Risque de Actifs O Business
sécurité critiques O owner
—> Relation -S> Chemin

d'attaque

Minimisez votre exposition

Découverte de la surface
d'attaque en continue

Identification des actifs
critiques

Analyse des chemins
d'attaque et
recommandations

Remediation et
gouvernance

OPLE




Connecteurs pour inventaire unifiée des ressources

Intégration native avec les produits de sécurité Microsoft, connecteurs pour s’intégrer a la sécurité non-Microsoft

Sécuriteé des
points de

Sécurité des

. . e-mails
terminaison
f R\
Microsoft Microsoft
Defender for Defender for
Endpoint Office 365
Microsoft Proofpoint
Defender for
loT Avanan
| S J
CrowdStrike*
SentinelOne*

*Disponible des
aujourd’hui

N

Sécurité de Gestion des Saa$S Sécurité des P
" .y P P . Sécurité cloud
I'identiteé vulnérabilites sécurite applications
l W\ * W\ ~ b
. CHEHE I Microsoft Microsoft Microsoft
Microsoft Defender
- Defender for Defender for Defender for
Entra ID Vulnerability
Cloud Apps Cloud Cloud
Management
|3 E J
Microsoft \ Qualys* | Obsidian Synk Wiz* |
Defender for p . -
|dentity Tenable* Adaptive Shield Checkmarx Prisma Cloud*
- L = J - J
Okta Rapid7*
Duo

Surface
d’attaque
externe

Microsoft
Defender
EASM

CMDB

Censys

Microsoft
Intune

ServiceNow

Asset metadata | Operational usage | Configuration data | Policy state | Security findings | Health state
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Exposure management overview

Good morning, Khadidiatou
How protected is your organization?

Our security exposure management tool offers key insights, metrics, and
customized initiatives for a centralized overview of your risk landscape.

Learn more

Program initiatives

Endpoint Cloud

Target score: 93%

Target score: 99%

V -4% a - No change

Top initiatives

Identity Security - Cryptographic Assessment
70% 8%
No change (last 14 days) Mo —— (last 14 days)

Vulnerability management

Exposure score (O Score history |, -3% Last 6 days

Search
Apps
Target score: 99%
Target score: 99%
™ 3%
No change
CIS M365 Foundations Benchmark Zero Trust (Foundational)
60% 46%
No change (last 14 days) N —— (last 14 days)
Device exposure distribution

32%

N

See all

Lisandro Todorovs...

P L @ 2

[ Add a suggestion > [ Guidance v

= Scope filter : Off ®

Your assets at a glance

) 476 Devices
@ 185k Cloud resources
4.78k lIdentities

Recent security events
Event type: All

Machines with high severity vul bilities metric di d
by 33.33%
Metric score drop | Oct 8, 2025 7:51 PM

Machines with vulnerability assessment solution disabled
metric dropped by 14.29%
Metric score drop | Oct 8, 2025 7:51 PM

Identity Security initiative dropped by 2.11%
Initiative score drop | Oct 8, 2025 6:39 PM

Ransomware Protection V2 initiative dropped by 3.54%
Initiative score drop | Oct 8, 2025 6:39 PM

Ransomware Protection initiative dropped by 2.92%
Initiative score drop | Oct 8, 2025 6:39 PM

Resources having high risk-level recommendations metric
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Data Connectors

Search

oSO - B

Explore the supported data connectors below. These connectors enable you to aggregate all your data and connect external data sources seamlessly to manage your security posture more effectively. Use the Search box to find specific connectors or apply filters to refine

your search.

Connected Connectors

Default Microsoft connectors

All your connected Microsoft Security products are automatically
integrated into exposure management at no extra cost. If you
have the product, it's connected by default. If not, you can get it,
and it will connect automatically.

External connectors

R

Microsoft Defender For Endpoint

Connected

Microsoft Defender for Endpoint is an enterprise endpoint security
platform designed to help enterprise networks prevent, detect,
investigate, and respond to advanced threats.

Microsoft Defender For Cloud

Connected
Microsoft Defender for Cloud is a doud-native application
protection platform (CNAPP) that is made up of security measures

and practices that are designed to protect cloud-based applications
from various cyber threats and vulnerabilities.

Show more

Microsoft Defender For Identity
Connected

Microsoft Defender for Identity is a cloud-based security solution

that helps secure your identity monitoring across your organization.

Microsoft Defender For Office
Connected
Microsoft Defender for Office 365 is a seamless integration into

Microsoft 365 subscriptions that protects against threats in email,
links (URLS), file attachments, and collaboration tools.

2 Search

Microsoft Defender For Cloud Apps
Connected

Microsoft Defender for Cloud Apps is a cloud access security broker
(CASB) that operates on multiple clouds. It provides rich visibility,
control over data travel, and sophisticated analytics to identify and
combat cyberthreats across all your cloud services.

Microsoft Defender for Vulnerability Management
Connected
Defender Vulnerability Management delivers asset visibility,

intelligent assessments, and built-in remediation tools for Windows,
macQ5, Linux, Android, iOS, and network devices.

Lisandro Todorovs... @
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External connectors

External connectors consolidate and enrich security data across
your environment, providing valuable insights for effective
exposure management.

Search

Show more

ServiceNow CMDB
Connected

Connect your ServiceNow CMDB service to Exposure Management
to provide a single source of truth for tracking and managing IT
assets. Collect and consolidate them to provide additional context to
your security posture.

View Status

Tenable
Connection Error

Connect your Tenable service to Exposure Management to
seamlessly access and manage all your devices and vulnerabilities in
one place.

View Status

CrowdStrike Falcon early preview feature
Connection Error

Connect your CrowdStrike account with Microsoft exposure platform
to see your devices and vulnerabilities in one place.

Qualys
Connected

Connect your Qualys service to Exposure Management to seamlessly
access and manage all your devices and vulnerabilities in one place.

View Status

WIZ

Wiz
Connected

Connect your Wiz account with Microsoft exposure platform to see
your devices and vulnerabilities in one place.

View Status

SentinelOne early preview feature
Connected

Connect your SentinelOne account with Microsoft exposure platform
to see your devices and vulnerabilities in one place.

Lisandro Todorovs...

P L @ 2

Rapid7
Connected

Connect your Rapid7 service to Exposure Management to
seamlessly access and manage all your devices and vulnerabilities in
one place.

View Status

Palo Alto Prisma Cloud
Connected

Connect your PaloAlto account with Microsoft exposure platform to
see your devices and vulnerabilities in one place.

View Status

TrendMicro early preview feature
Not connected

Connect your TrendMicro account with Microsoft exposure platform
to see your devices and vulnerabilities in one place.
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Microsoft Defender Search o & i ? Gadi Akar

CIOUd Inventory Y Environment Filter : Off '-_. Scope filter : Off G

All Assets VMs Data Containers Al APl  DevOps Identity Serverless

- Defender coverage
Total Critical assets J
Al models 1 1 i
Covered . Partially Covered . Not Covered
e () Refresh Export 11 items Search TE Customize columr
Al model endpoints -
Selected filter set: None ~ 5| Save
Al services Assettype: Any X Assetlabel Any X = Environment:Any X = CVEID:Any > Criticality leve: Any X Defender coverage: Any X Riskfactors: Any X Cloud tags: Any X Add filter
Al platforms Name Asset type Asset label Environment Criticality level Defender coverage Recommendations Alerts Attack Paths Risk factors
I Al agents Agent24 Al agent Microsoft Foundry ... Azure HEEEE MNone Covered I No alerts 0 No recommendations
Al search services chat summarize Al agent Microsoft Foundry ... Azure EEEE None Covered I O No alerts 0 No recommendations
Agent385 Al agent Microsoft Foundry ... Azure HEEEE Mone Covered I No alerts 0 No recommendations
Agent624 Al agent Microsoft Foundry ..  Azure HEENE Mone Covered I O No alerts 0 No recommendations
agent-template-assistant Al agent Microsoft Foundry .. Azure HEEE MNone Covered I No alerts 0 No recommendations
FinancialAssistant Al agent Microsoft Foundry ... Azure HEEE MNone Covered I No alerts 0 No recommendations
Agent315 Al agent Microsoft Foundry ... Azure HEEEE MNone Covered I No alerts 0 No recommendations
Agent898 Al agent Microsoft Foundry ... Azure HEEEE Mone Covered I No alerts [i] No recommendations
Agent251 Al agent Microsoft Foundry ... Azure HEEE Mone Covered I No alerts 0 No recommendations
ContosoHR Al agent Microsoft Foundry ... Azure HEEEE Mone Covered I No alerts 0 No recommendations
agent-quick-start-88132 Al agent AWS Bedrock agent  AWS HEENE Mone Covered I 1] No alerts 0 Na risk factors
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Device Inventory

Create rules for devices

™™  Classify critical assets IEI 17 devices are not protected

Assign criticality levels to your assets Onboard them now

@ Transient devices have been automatically filtered out from some tabs to minimize noise. This filtering is determined by an internal algorithm, which mainly depends on the frequency of appearances of these discovered devices. To disable this automatic filtering, navigate to the filter menu. X

All devices Computers & Mobile ~ Network devices  10T/OT devices ~ Uncategorized devices  Partially identified devices

B

@ B ® [ ¥

&

Total Critical assets High risk High exposure Not onboarded Newly discovered Partially identified devices
£} Onboard L Offboard | Export Search 30 Days ~» [Ii Customize columns SZ Filter
Filters: Transient device: No X Partially Identified Devices: No < Exclusion state: Not Excluded <

I:, Name | IP Criticality level Device type Risk level ® Exposure level O OS5 platform OS version Sensor health state Onboarding status Discovery sources Tags Device role Managed
D woodgrove-tunnel 10.88.0.1 Server No known ri.. & Medium Linux 9.4 Active Onboarded e e Success
[] woodgrove-srvi-linux.4cvpdnh... 10.0.05 Workstation No known ri.. & Low Linux 18.4 P i e e Success
l:\ woodgrove-srv'l 10.0.0.4 WENEN Very high Server No known ri... A High Windows Server 20... 1809 Active Onboarded e e Internet facing Success
D woodgrove-sq| 10.0.0.7 (]| Medium Server HEN Medium A Medium Windows Server 20... 21H2 Active Onboarded e e Internet facing Success
[] woodgrove-gsa0i 172.16.66.12 Server No known ri.. A High Windows Server 20... 21H2 Active Onboarded e e Success
D woodgrove-dc03.woodgrove.net 172.16.66.68 [ |} Medium Server EEE Medium A Medium Windows Server 20... 21H2 Active Onboarded e e DNS, Domain Cont... Unknown
D winTlVM 10.0.0.11 Workstation No known ri.. No data available Windows 11 P A S —— @ Unknown
D wgavdsh-(} Workstation No known ri... No data available Windows 11 23H2 Active Can be onboarded e Unknown
D wg-aaddsappsrv.aadds.woodg... 172.16.2.6 HENENE Very high Server No known ri... A High Windows Server 20... 1607 O Inactive Onboarded e e Success
[] tmvmeastus2fd29329 10.0.0.4 Unknown No known ri... No data available Linux Other P 4 e e e @ Unknown
l:\ tmvmeastus2fc407a4 10.0.0.6 Unknown No known ri... No data available Linux Other e e & Unknown
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Microsoft Defender Search o o7 ?
Settings > Microsoft Defender XDR
.
Microsoft Defender XDR
General
@ How protected are your critical assets? There are 152 attack paths leading to
A R - critical assets
Qecohnt Gain insights and recommendations in the critical
asset protection initiative. View them and take action here
Session details
Email notifications R
Critical asset management
Advanced features
Manage the criticality level of your organization's assets, either according to predefined classifications or by creating your own custom ones.
Permissions and roles
@ Note: While we employ behavior-based logic to automatically identify assets of interest. there may be instances where not all relevant assets are identified.
Streaming API To ensure comprehensive coverage, we encourage you to utilize our custom queries feature to proactively search for critical assets.
Rules
|+ Create a new classification 153 items ' Suggest new classification [TZ Customize columns
Asset rule management
' Classification Status °  Assets Pending approval ~ Criticality level Created on Updated on Last run time Created by
Alert tuning
. ~ Predefined classifications (131)
I Critical asset management
. . . Tenable High Criticality /\ 0 0 0 HEEE High Microsoft
Service accounts classification d & " <
Automated response Wiz Very High Criticality On 0 - EEEN Critical Microsoft
Identities Wiz High Criticality On 0 - HEE High Microsoft
Devices Wiz Medium Criticality On 0 - L] Medium Microsoft
Agents Wiz Low Criticality Off 0 - | | Low Microsoft
Overview Rapid7 Very High Criticality /A On 0 HEENEN Crtical Microsoft
Feedback Rapid7 High Criticality A On 0 0 EEE  High Microsoft
Rapid7 Medium Criticality /A On 0 0 [ [ | Medium Microsoft
Rapid7 Low Criticality A\ On 0 0 | | Low Microsoft
ServiceNow High Criticality A On 0 EEE High Microsoft
ServiceNow Medium Criticality /A On 0 0 [ [ | Medium Microsoft
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Settings Microsoft Defender XDR

Create critical asset classification > Create a critical asset classification

Microsoft Defender XDR
@ Create critical asset dlassification Create a critical asset classification

Create and define a critical asset classification for your assets, including devices, identities or cloud resources. By classifying specific types of assets, you'll be able

Preview assets to better manage and track them.

General

Assign criticality Name *

Account
New classification

Session details Review and finish

Email notifications Description

Add a description for this classification
Advanced features

Permissions and roles

Streaming API
Query builder
Rules

. Identity O Cloud resource
Asset rule management

Alert tuning
AND
) . Select a filter Tl
Service accounts classification
Automated response ‘ 0 bearch
Identities
AAD Roles
Devices )
Account Display Name
Agents )
Account Domain
Overview
Account Name
Feedback
AD Groups
Department

Cancel
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Search o P E253 7) Lisandro Todorovs... @
@ New Attack paths just got sharper. You'll now see only the most urgent, externally sourced threats. Stay focused, stay secure. L earn more x
Overview  Attack paths  Choke points
= Scope filter : Off 0]
Attack path management
Gain deep visibility into attack paths, focus on critical choke points, and reduce risks to safeguard your most valuable R
assets with attack path management. This tool offers a new perspective on your exposure, aiding in validating the
potential risk of security findings.
Attack paths over time
400
300
200
100
< [ 1 [ [ [ I I 1 [ [ I [ [
09/25 09/26 09/29 09/30 10/01 10/02 10/03 10/04 10/05 10/06 10/07 10/08 10/09
Cloud On-prem Hybrid
Top 5 choke points Top 5 attack path scenarios
Name Risk Level Attack paths Critical targets Name Risk Level Attack paths
b83bcd68-69cd-419e-b018-de3c75b6741b Critical 15 15 Internet exposed container with high severity vulnerabilities allows lateral movement to azure ... Critical 17
hello-contoso Critical 10 10 Azure DevOps repository with public access allows lateral movement to azure storage account ... Critical 16
hello-contoso Critical 7 7 Internet exposed container with high severity vulnerabilities allows lateral movement to azure ... Critical 10
hello-contoso Critical 7 7 Internet exposed container with high severity vulnerabilities Critical 7
hello-contoso Critical 7 7 Internet exposed Azure VM with high severity vulnerabilities allows lateral movement to azure ... Critical 2

Show more




&

B

© R N

© O

&

Z Microsoft Defender

private

Search

@ New Attack paths just got sharper. You'll now see only the most urgent. externally sourced threats. Stay focused. stay secure. Learn more

Overview  Attack paths  Choke points

Explore the potential attack paths that attackers could use to breach your environment, and which assets could be affected. Learn more

Filters: = Entry point type: Any X Target type: Any X Target criticality: Any X Status: New, Active

A4

Attack path name

Azure DevOps repository with public access allows lateral movement to Azu...
Azure DevOps repository with public access allows lateral movement to Azu...
Device with high severity vulnerabilities allows lateral movement to Critical ...
Azure DevOps repository with public access allows lateral movement to Criti...
Azure DevOps repository with public access allows lateral movement to Criti...
Internet exposed container with high severity vulnerabilities allows lateral m...
Internet exposed container with high severity vulnerabilities allows lateral m...

Azure DevOps repository with public access allows lateral movement to Azu...

Internet exposed Azure VM with high severity vulnerabilities (8)

Internet exposed APIs allows lateral movement to Critical Azure storage acc...

Azure DevOps repository with public access allows lateral movement to Azu...

Critical Internet exposed container with high severity vulnerabilities (5)

X

48items (= Group Vv

Risk level: Any X Type: Any X Add filter

Entry point type ' Risk level @ | v Affected assets  Recommendati... Status( v Risk factors

ADO repository

ADO repository

Device

ADO repository

ADO repository

K8s-container

K8s-container

ADO repository

Virtual machine

APl management o...

ADO repository

K8s-container

E253 7) Lisandro Todorovs...

= Scope filter : Off ®

fTF Customize columns /' Export

Reset all

Last seen

First seen



1

&)

B

© R N

© O

&

ZEVE]

private

Microsoft Defender

Search

@ New Attack paths just got sharper. You'll now see only the most urgent. externally sourced threats. Stay focused, stay secure. Learn more

Overview  Attack paths  Choke points

Explore the potential attack paths that attackers could use to breach your environment,

Filters: ' Entry point type: Any X
1= Attack path name
»  Azure DevOps repository with public access all...
»  Azure DevOps repository with public access all...
v %\;ice with high severity vulnerabilities allows ...
Device with high severity vulnerabilities allo...
Device with high severity vulnerabilities allo...
Device with high severity vulnerabilities allo...
Device with high severity vulnerabilities allo...
Device with high severity vulnerabilities allo...
Device with high severity vulnerabilities allo...
Device with high severity vulnerabilities allo...

Device with high severity vulnerabilities allo...

Device with high severity vulnerabilities allo...

Target type: Any X

Entry point

Not available @

Not available @

Not available @

Mot available (D

Nat available @

Not available (D

Not available ©

Mot available @

Not available @

Target criticality: Any X

Entry point type ~~ Tarc

ADO repository

ADOQ repository

Device

Device kv
Device ko1
Device Myt
Device fw
Device ko
Device Des
Device fw
Device WO
Device Wi

[ SR Y

Lisandro Todorovs... @

’l‘\l/xl

Device with high severity vulnerabilities allows lateral movement to Critical Azure Key
Vault

[ 1 | Medium Azure

Graph  Recommendations
Defender for Endpoint User account Azure Key Vault
Device Jonas kv-ignite-adatum
Has. Baar
credentials
of Has =
credentials
of —
Risk factors

Lateral movement

Weak authentication

Vulnerabilities

Description

A device has high severity vulnerabilities Device has multiple security issues that allow an adversary to compromise the device with high
privileges and dump a cloud user's credentials The user has permissions to read data from the key vault

Attack Story

1. Attacker can exploit the vulnerabilities and gain control on the device
2. Attacker can dump the Primary Refresh Token of a logged on Entra user using credential dump tools
3. Attacker can use the identity to steal keys & secrets from the key vault

A Adbemerlemr mearm obemml L 01 mmrreme frrmrwe e A= irm e r A T=slé
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@ New Attack paths just got sharper. You'll now see only the most urgent. externally sourced threats. Stay focused. stay secure. Learn more

Overview

Attack paths ~ Choke points

Explore the potential attack paths that attackers could use to breach your environment, and which assets could be affected. Learn more

Filter set:
Entity type: Any X Add filter

O 0O 00 40400 ogoogo g

]

Choke point name

GHAzDODemo

0c6d4dd2-4123-405d-beb5-bf31950ce965

secret mapping

woodgrove-srvl

Jonas Baar

cpc-duse6-nqli3b

Dusan Serafimov

f916a56a-8227-4514-92a4-bd7fcb0a607a

b83bcd68-69cd-419e-b018-de3c75b6741b

hello-contoso

addPet

Risk level ©
[ ]| Medium
L[] Medium
[ ]| Medium
L[] Medium
[ ]| Medium
[ ]| Medium
[ ] ] Medium
[ ]| Medium
Critical
Critical
L[] Medium

Type

ADO repository

AAD Service principal

Azure DevOps pipeline or DevOps pipeline

Virtual machine

User account

Virtual machine

User account

Managed identity

Managed identity

K8s-container

APl management operation

Critical targets

50

49

49

ral

29

28

28

20

= Scope filter : Off ®

25 items Search

Attack paths |

226

225

225

31

30

29

29

25
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Attack surface map

Search

‘ Search

mdcSoftwareScan... .

@
Group e
woodgrove-alpine ()

b0d230d413ae6b2...

. Mdcmanagementre...

©:

parkcity-win11u...

Mario

2eb5260e-7caf-4... Rogers

PARKCITY-Win11U...

TR 17D AD O

N

[ SR Y

= Scope filter : Off @

parkcity-
win11u.parkcity.alpineskihouse.co

See more details View blast rac

General Alldata  Top Vulnerabilities

< Export 17 items Search

Name Severity |
CVE-2024-43590 mEEE High
CVE-2025-11458 EEEE High
CVE-2024-12797 mEEE High
CVE-2025-53783 EEEE High
CVE-2025-11460 mEEE High
CVE-2023-4807 EEEE High
CVE-2024-6119 [ 1} Medium
CVE-2023-5363 [ 1 Medium
CVE-2024-9143 | ] Low
CVE-2024-2511 ] Low
CVE-2023-5678 | ] Low
CVE-2024-4603 ] Low
CVE-2024-4741 ] Low
CVE-2024-0727 | ] Low

Lisandro Todorovs... @
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Recommendations
Devices Cloud assets  SaaS apps
<

Misconfigurations

I Vulnerabilities

Identities  Data

@ Recommendations for virtual machines may appear in both Devices and Cloud tabs, depending on the installed or onboarded solutions.

Recommendations summary

Exposure score (i)
0 30 100
Medium exposure
4 Export

Filter set. None ~ 5] Save

Status: Active, Partial exception X Add filter

Security recommendation

Update Microsoft Edge Chromium-based

Update Microsoft Teams

Update Microsoft Windows Server 2022 (OS and built-in applications)

Update Microsoft Windows Server 2025 (OS and built-in applications)

Update Microsoft Office

Update Microsoft .net Framework

Update Google Chrome to version 141.0.7390.66

Reset all

Score history . change Last 6 days

& 7

Lisandro Todorovs... @

View as: Domains

= Scope filter: off @

32%
30% -
28%
20K T T \ T T
10703 10/04 10/05 10/06 10707 10/08
events
358 items Search

Impact ( * OS platfo...

Windows

w1853

Windows

Windows

Windows

Windows

Windows

Windows

[T# Customize columns

Weakne... ~ Exposed critical devices ( * Related component

22

1424

254

99

24

12

Microsoft Edge Chromium-based

Microsoft Teams

Microsoft Windows Server 2022

Microsoft Windows Server 2025

Microsoft Office

Microsoft .net Framework

Google Chrome

Threats *~ Exposed devices

@ M A a5 750
@ 16 /28
@ 4/6
@& 4/5
@ T~ G/28
@& — 4/50
@ 5 5/7



Lecons a tirer de l'attaque Change Healthcare
avec Microsoft Security Exposure Management

&

DECOUVERTE

Vue 360° sur les actifs,

tel que les Acces distant,
Comptes/IDs, machines,

K8s, API, Storages,
Databases, APIs, Al
Agents, Al Gen Apps,
Oauth Apps...

®v
®
O@Q

PRIORISATION

Cartographier les méthodes
d’authentification et les
vulnérabilités... mise en
évidence automatique des
chemins d’attaques
permettant 'acces aux
données les plus sensibles
ou actifs critiques

)

VALIDATION

Signalez Citrix avec un
MFA manquant comme
remédiation prioritaire;
Simuler un acces avec
des identifiants volés,
confirmer la facilité de
compromission

0.0
O
COD

MOBILISATION

Mettre en ceuvre
rapidement le MFA,
restreindre l’acces,
former et surveiller;
assigner une
gouvernance, une
stratégie



Passer d’'un travail sans fin a une securitée durable

Flux continu de failles de securite

e ECE A

0 —

Microsoft Security Exposure Management

Traiter les priorités, puis anticiper
avec des initiatives stratégiques
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Initiatives

Key initiatives ®

Saa$ Security

53%

No change

Domain initiatives

14-day trend

Microsoft Defender

(last 14 days)

Threat initiatives

Search

Endpoint Security Cloud Security [Preview]
78% 49%
N - (last 14 days) No change

R

Business Email Compromise - Financial fraud

Business email compromise (BEC) financial fraud is a social engineering attack that aims to steal
money or sensitive information. The attacker tricks the target into believing they are interacting
with a trusted entity to conduct either personal or professional business. After deceiving the
target, the attacker persuades them to share valuable information or process a payment.

Initiative name T

A
<
H

X

CIS M365 Foundations Benchmark

The CIS Microsoft 365 Foundations Benchmark (v3.0.0) is a set of security assessments developed
by the Center for Internet Security (CIS). It provides prescriptive guidance for establishing a secure
baseline configuration for Microsoft 365. The benchmark includes configuration baselines and best
practices for securely configuring a system. The benchmark is internationally recognized as a
security standard for defending IT systems and data against cyber attacks. This initiative contains...

Cloud Security [Preview]

This initiative aims to reflects the status around cloud security coverage, ROI, health, configuration
and performance. It consists of measurements across multiple domains and disciplines to provide
security managers with a high-level view into how posture is enforced in cloud ops.

Critical Asset Protection

Critical asset protection refers to the strategies. processes, and technologies implemented to

(last 14 days)

Mark as favorite Current score

[ SR Y

= Scope filter : Off ®

Ransomware Protection V2 Identity Security
T 3% (last 14 days) No change (last 14 days)
16 items Search N4 Filter [ Suggest new initiative
Workloads 14 day change drift Last updated Last calculated
82% Defender for Office,  No change Oct 10, 2025 12:21:46 AM Oct 10, 2025 11:46:17 AM
Microsoft
Information
Protection,
Defender for Cloud
Apps,
Entra ID,...
60% Defender for Cloud No change Oct 10, 2025 12:21:46 AM Oct 10, 2025 11:46:43 AM
Apps
49% Defender for Cloud No change Oct 9, 2025 5:20:30 AM Qct 10, 2025 11:46:33 AM
59% Defender for Cloud, T 10% Oct 10, 2025 10:13:06 AM Oct 10, 2025 11:46:14 AM
Defender for
Endpoint

Lisandro Todorovs...



Pour résumer — Microsoft Security Exposure Management
vous aide a anticiper, analyser et agir

< S

Voir au-dela des Adopter la Mesurer et
Silos : perspective d’'un prioriser
Approche Platforme attaquant I'exposition




Vision : Sécurité Préemptive avec l'lA...

Objectif : Devancer les attaquants en détectant et neutralisant
les menaces avant qu’elles n‘existent réellement

Caractéristiques cles :

Analyse prédictive, I'lA identifie des patterns faibles

Détection comportementale, repérage
d'anomalies par I'lA .0

Cyber-Deception, leurres pour réponse anticipée

Agents IA 24/7, cartographie dynamique et
continue des chemins d'attaque et correction »
automatique (Autonomous Hardening Al agents)

Orchestration automatisée, IA applique des
mesures correctives sans intervention humaine

Gartner Says That in the Age of GenAl,
Preemptive Capabilities, Not Detection

and Response, Are the Future of
Cybersecurity !
STAMFORD, Conr ember 18, 2




Accéder a Microsoft Security Exposure Management
dans le portail Defender

Visualiser, analyser et agir en fonction des informations
d'exposition

&) (2)

Comment
démarrer

000

(@ Classifier les assets 'Critiques'

Se former avec Microsoft Learn ou Tech Community



https://learn.microsoft.com/en-us/security-exposure-management/critical-asset-management
https://learn.microsoft.com/en-us/security-exposure-management/
https://techcommunity.microsoft.com/category/microsoft-defender-for-cloud/blog/securityexposuremanagement

B® Microsoft Security

Le SOC du futur a l'ere de I'l|A
agentique

Etienne Noiret Rafik Mezil
CISSP CISSP
Cyber Security Solution Cyber Security Solution

Engineer Engineer

Pre-
breach

Post-breach




Security Graph @

Les attaquants pensent en Graphe

Email and collab

Endpoints Identities Apps and clouds Data and workloads




Un graphe multi-couches

Des projections adaptées aux cas d'usage

Graphe d’incident

Chemins réels observés

Graphe de renseignement sur les menaces
Chemins TTP connus de |'attaquant

Graphe d'attaque

Chemins theoriques possibles

Graphe de securite
Configuration et topologie des actifs




Le Graphe

Utiliser le graphe pour se défendre

* Nous attaquons le Graphe pour voir les chemins potentiels
* Nous chassons les activités des acteurs de la menace dans le Graphe
* Nous investiguons sur les attaques dans le Graphe

* Nous renforcons le Graphe en améliorant notre architecture et ingénierie de
sécurité

* Nous contenons les attaques en prenant des mesures pour stopper la
progression de |'acteur de la menace

* Nous protégeons en anticipant ou |'attaque pourrait se propager dans le Graphe,
puis en renforgant les défenses, en ajoutant du terrain et en supprimant les points
faibles




Le Graphe
comme fondation de la plateforme séecurité

XDR
Operational layer
@ Cloud security
. E t
l“ Microsoft Defender S el g
Threat intel 1'
Microsoft
Autonomous S .
defense ( ~N ecurity

Copilot

MCP Server governed access point
I T I @ Assistive and

autonomous
Gra ph real-time correlations AL
Microsoft Sentinel

; Platform + SIEM
Intelligence layer Data lake memory system




Demo Graph

Attack Disruption evolue vers Predictive Shielding

Le SOC est constamment en mode « Réaction », Le « Predictive Shielding » offre une défense
ce qui rend difficile de suivre la vitesse des proactive en identifiant les chemins d’attaque et en
attaquants et leur capacité a pivoter facilement appliquant des actions de durcissement ciblées

vers la prochaine vulnérabilité. « just-in-time hardening » sur les actifs critiques.
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x @ 9 ® 9 & D

|

Incidents > Multi-stage incident involving Privilege escalation related to multiple users

ID 1134731: Multi-stage incident involving Privilege escalation related to multiple users

HEE High @ Active & MonaKane # Unclassified

@ Your data may contain security risks or sensitive information. Leverage Al to identify and analyze the impacted data by creating a data security investigation. Learn about Data Security Investigations

Attack story  Alerts (6)  Assets (6)  Evidence and response (40)

Detection & categories

Active alerts Categories
6\6 3
First activity Last activity

Jul 02, 2025 2:41 AM Jul 02, 2025 4:36 AM

Alerts

Jul 02, 2025 2:41 AM | . Active
Suspicious URL click alert
& Jonathan.wolcott@contoso.com

Jul 02, 2025 3:15 AM | @ Active
Suspicious access to LSASS service
O cont-jonathan.pc & Jonathan Wolcott

Jul 02, 2025 3:41 AM | @ Active
File dropped and launched from remote...

O cont-jonathan.pc & Jonathan Wolcott

Jul 02,2025 3:12 AM | . Active
Suspicious service launched
O cont-jonathan.pc & Jonathan Wolcott

Jul 02, 2025 3:36 AM | @ Active
Suspicious login
0 140.206.83.106 & Natasha David

Jul 02, 2023 4:36 AM | @ Active
Purview IRM ('2a04e39a’) Project Obsidian
& Natasha David

@ Last updated: Jul 02, 2025 3:36 AM

<

Similar incident ~ Summary

Incident graph @ Group similar entities g Layout v

Connection

Association

(24

Jonathan Wolcott

=4

cont-jonathan.pc

el
/@»/ Natasha David
—o—()

A

ProdGitHubRepo

@—o—O

sql-key-vault

sql-database

Investigate this incident =~ X

Y= View full blast radius list (102 paths) A~ <

@@ o P

secret-mapping

24 files

(@)
()

sap-admin-group

cloud1-svc-config

&)

@)

8)
\8)

resource group

@)

0c23aba0-3423-4...

o—&

sap-prod-server

Storage account

@

secret-mapping

Oa7d4ce2-4123-4..

©

aizava-demopk...




Et maintenant : GenAl et Agents



Dans cette nouvelle ere pour le SOC, I'lA sera partout

- on and tuning
us detectio
Autonomo

Guided actions and suggestions Autonomous tasks across the lifecycle

23) (23) (3) (&3

End to end complex workflows Summarization and prioritization

B B

&)
®




Security Copilot @

Chemin vers un SOC augmente

Level of
autonomy

Do it with me Do it for me



Security Copilot integré a Microsoft Defender

Assistive Autonomous
Capacités embarquées Agents préts a I'emploi Agents développés a facon

) copilot

Try these prompts to star
v ot
relevant threat intelligence.

[ Stop evaluating

7 Security Copilot

iating the feedback
Describe what you want
your agent to do

Summarize

Create an agent that notifies
me for anomalous activity
linked to priority assets




B Microsoft | Security Store  Solutions

Assistants ~ Normes  Partenaires

Microsoft Security Store
Place de marché pour découvrir et déployer des solutions de sécurite et agents

Rationalisez vos opérations de sécurité, de conformité et informatiques avec des agents

Trouvez des agents autonomes pour la sécurité, certifiés par Microsoft, faciles & déployer dans votre environnement et  intégrer a votre

infrastructure existante. Découvrir plus d'informations (3
Rechercher des assistants

Produit Microsoft Security Certification

. Access Review Agent
Microsoft Security

Your intelligent assistant for completing access reviews with
ease.

Microsoft Entra

A Attack Mapping Agent
glueckkanja AG

Automatically validates and optimizes MITRE ATT&CK mappings
for Microsoft Sentinel analytic rules

Microsoft Security Copilot  Microsoft Defender ~ Microsoft Sentinel

. Aviatrix Secure Network Supervisor
Aviatrix Systems, Inc.

Al-powered cloud network security with natural language
queries for Microsoft Security Copilot

Microsoft Security Copilot | Microsoft Sentinel

Découverte des agents

Tarification

Editeur

iy Admin Guard Insight Agent

adaQuest

Monitor and protect admin activities with Admin Guard Insight
Agent's powerful analytics.

Microsoft Security Copilat | Microsoft Defender | Micrasoft Entra

. AutolQ Report Agent
Paramount Computer Systems LLC

AutolQ Report Agent for Microsoft Security Copilot Accelerate
SOC intelligence

Essai gratuit | Microsaft Security Copilot

- Classification Optimizer
glueckkanja AG

The agent focuses on delivering an actionable DLP Policy
optimization plan.

Micrasoft Security Copilot = Microsoft Purview

i= Afficher sous forme de liste

- Assignment Insights
glueckkanja AG

Analyzes and optimizes Microsoft Intune policy and application
assignments across your organization.

Microsaft Security Copilot | Microsoft Entra

Automated Closing Comment Generator
Ascent Global, Inc.

Microsoft Defender XDR Agent Automated Closing Comment
Generator

Microsoft Security Copilot

M coud App Activity Profiler Agent
glueckkanja AG

Profiles SaaS domain risk from Microsoft Defender for Cloud
Apps activity with automated discovery

Microsoft Security Copilot ~ Microsaft Purview

N

28 Microsoft | Sec

DertD Linstea

()  DEFEND Identity Guardian

DEFEND.

Owerdew Pl + prigng ety

Overview

ki el Radsasa

sacuriyteams, SO snshyt

s

mpwers oogansaions sty sheac of evching Seests.

Plans and pricing

Verson: 180
outat plan

Firt month 5, then 5000

g e
Ve i 101y
sbsergion

LB

Gettrana

A 4

es agents

her sous forme de liste

policy and application

Generator

d Closing Comment

Defender for Cloud

Set up en quelques clicks




Développez vos propres agents Security Copilot!

Des agents adaptés a vos besoins — sans développer de code

Via Security Copilot Via votre environnement de développement
Au travers de wizards et de prompts depuis la console Security préféré (VS Code, GitHub Copilot)
Copilot Langage naturel et vibe-coding pour construire des

agents interagissant avec les serveurs MCP

Turn your idea into an agent

Create an agent that generates a comprehensive incident report from a Microsoft Sentinel incident. It should extract >
insights, entities and provide actionable remediation steps.




Domaines et compétences a couvrir a terme

N

Anticiper et
prévenir

Adaptive and
contextual threat

intelligence

S

Autonomous t
hardening < /
Red ' t
teaming < /

S

Détecter et
bloquer

Agent-powered
attack disruption

&
G

Predictive
shielding

|

False negative
detection

¢

Detection
engineering
tuning

&

hYS

Trier et
investiguer

|

Autonomous
alert triage

Auto
investigation

(3

|

Threat
hunting

Malware

. +
analysis

(3

®!
\ R

®!
\

Décider et
répondre

&
G

Decision
confidence
scoring

Cross-vendor
orchestration

N

Demo Agents @

Récupérer
et optimiser

<-—+7
<-_+7
<-_+;

Translate lessons
learned into
detections, hunts,
and playbooks

Monitor for
control drift

Regression checks
and reporting

~




Standard Operation Procedure (SOP) pour les réponses guidées

Importez vos procédures internes pour que Copilot adapte ses réponses a vos standards et
protocoles, rendant la réponse plus fiable et efficace.

Settings > Security Copilot in Defender

Security Copilot in Defender

| Custom guidebooks Custom guidebooks

Security Copilot matches incidents to these guidebooks to align with your organization’s practices. Learn more about custom guidebooks

© Add new guidebook Add guidebook with Copilot 2litems | Q Search by name

1. Upload file
Guidebooks  Pending review

books yet
ations align with your organization’s practices.

Copilot guidebooks

v guidebook




4
@ @ M B¥ incident - Microsoft Defender x 4+ - O *

= O [i] https://defender.microsoft.com/incident/2089/overview?tid=0527ecb7-06fb-4769-b324-fd4a3bb865eb

i @AVA uioor orni

= Incidents » Multi-stage incident involving Initial access & Defense evasion involving one user reported by multiple sources Tacks
- - - - - - - - - - —
A Multi-stage incident involving Initial access & Defense evasion involvi... @ Copilot & Manage incident - Status: Open [
@ mmm High @ Active “ Unassigned ~+ Add task
e
©) Attack story  Alerts (26)  Assets (9)  Investigations (0)  Evidence and Response (12)  Summary  Similar incidents (0) Completed tasks 0/13
B Alerts £ Incident graph &= Layout e Group similar nodes < ® New () custom guidebook
[> Play attack story Force a password reset
& . Sen 16, 2024 341 AM O | + Force a password reset if the user is not passwordless
ep 16, : n progress .
Activity from a Tor IP address o and you s_us;;ect their password may have been
2 41506 compromised.
&l
R PN Mark as completed
. Sep 16, 2024 3:41 AM @ New
Suspicious behavior: Impossible e ) Al-generated content may be incorrect. Check for accuracy. d‘ <
= travel activity @ A -
A u1596 & u1596 PR -“1596\ I _
= u1596@ash.zava . Ly @ New () custom guidebook
. Sep 16, 2024 412 AM @ New ; 1o ’ Temporary Access Password
Activity from a Tor IP address N N 3 Cloud Applications porary
< 2 u1596 1 \ ,/': Contact Local Technology Services (LTS) to issue a
P K | Temporary Access Password (TAP) and revoke user
B ’ | / tokens.
@ e 16,2024412AM @ Resolved - 3 /
& Anonymous IP address ((o)) ; S b Mark as completed
8 u1596 . VARER
}{J> ] T 1 _J,r' ({o}) Al-generated content may be incorrect. Check for accuracy, .ﬁ 5
o @ 5e016.2024412AM @ Resolved _ 192.42.116.186
2 ;nonrmous IP address | / @ New () custom guideback
u1596
LW ((0]) Send an email to the local LTS office to work with the
Je! user to go passwordless.
= @ 5o i6.2024413AM @ New
Anomalous Token 2 1Ps Mark as complete
¥ A u1596
ﬁ iy Al-generated content may be incorrect. Check for accuracy.
d @ 5ep16.2024413AM @ Resolved
Anonymous IP address Prevant
& R u1596
PN Uncategorized
— Communication === Association




Agent Dynamic Threat Detection Agent

Avant : investigations manuelles, outils dispersés, angles morts.

Maintenant : un agent analyse automatiquement incidents et telémétrie, détecte les failles et génere alertes
avec contexte et actions.

B® Microsaft Defender

Incidents > Malicious AWS federated sign-in using a compromised Entra ID account (attack disruption)

ID 140020: Malicious AWS federated sign-in using a compromised Entra ID account (attack disruption) & Menage incident (% Task () Copilot
mEE High @ Active & Unassigned = # Unclassified (3 Last update time: Aug oM cri

A Attention Attack disruption initiated multiple response actions. For more details, go to

Attack story A 5 A (3) Eu Similar incident  Summary

<[> New query tab

Detection & categories Incident graph [C Group similar entities

Active alerts Categories

3

First activity Last activity
Aug 20, 2025

Alerts

. 025 1210:02 PM | @ Active @
nessages removed after delivery
& Jonathan... £ JonathanW &3 “Zava Bonus' *Zava Bonus'

o 20, 2025 6:15:07 PM | @ Active 7
Possible compromised user account y /\
sign-in °
S Jonathan Wolcott ((+))218.107.132.66

JonathanW@zava.com Jonathan Wolcott

7 Disabled

Suspicious Connected Apps Reconnaissance

Activity

& Jonathan Wolcott ((-)218.107.132.66

PM | @ Active

Malicious AWS federated sign-in with AWSAdminRole




ﬂ?' ¥ |ncidents - Microsoft Defender % B® Microsoft Defender
0 = =

&« O [i‘] https://defender.microsoft.com/Incidents/id140020

@ava oo o

Incidents » Malicious AWS federated sign-in using a compromised Entra ID account (attack disruption)
ID 140020: Malicious AWS federated sign-in using a compromised Entra ID account (attack disruption) £ Manage incident £ Task () Copilot

HEE High @ Active & Unassigned & Unclassified @ Last update time: Aug 20, 2025 6:26:12 PM  [RlEEEIIIER Critical Asset | Compramised Credentials | | Agent
A Attention Attack disruption initiated multiple response actions. For more details, go to the Activities tab or visit the Action center.

Attack story Alerts (5) Activities (8) Assets (3) Evidence (2) Similar incident Summary
Detection & categories Incident graph @ Group similar entities o Layout ~  ¢/> New query tab

Active alerts Categories
S5\S 3 ’ ( _J)'\-.

Q Suspicious Connected Apps
Reconnaissance Activity

@ B B Q © 2

./-.- -..\.
First activity Last activity B 218.107.132.66 )
Aug 20, 2025 12:10:02 PM Aug 20, 2025 6:26:12 PM ‘Zava Bonus' EET Medium @ New  Unknown

@ ©)] Open alert page Z Manage incident
Alerts [

JonathanWi@zava.com Jonathan Welcott db_backup_job
Disabled Disabled

R
=S

o This is an Al-generated alert by the Dynamic ). ¢

Threat Detection Agent (preview). Learn more

@ 4u920202512:10:02PM | @ Active
Email messages removed after delivery ) ()
& Jonathan...  EdJonathanW & 'Zava Bonus' @
AWSAdminRole Alert State

. Aug 20, 2025 6:15:07 PM | @ Active
Session revoked

Paossible compromised user account

B § ) Classification Assigned to
sign-in Connection Association g

& Jonathan Wolcott (+)218.107.132.66 Mot set Unassigned

i Suspicious Connected App... * Set classification
Aug 20, 2025 6:17:04 PM | @ New

Suspicious Connected Apps Reconnaissance

Activity Alert description

& Jonathan Wolcott (-)218.107.132.66 Alert Details
Dynamic Threat Detection agent

Aug 20, 2025 6:22:32 PM | . Active . Aug 20, 2025 6:17:04 PM Alert ID

Malicious AWS federated sign-in with S R T R e (s S ey dl49fecfd6-67c3-be69-3e0
compromised Entra ID account 0-08de1c9d
& Jonathan.. (D) AWSAdmin... (+)218.107.132... Unusual enumeration or metadata access activity targeting federated or OAuth-connected applications has been detected. Such activity may indicate

an attacker attempting to discover integrated services or identity trust relationships—such as AWS, Salesforce, or Google—that rely on the
Aug 20, 2025 6:26:12 PM | @ Active organization's identity provider.
Malicious AWS IAM user backdoor account

[Fldb_backup_job g Categories MITRE ATT&CK

Detection source Service source
Security Copilot Defender XDR

Reconnaissance Cloud Service Discovery
(T1526)

Recommended actions:

Ganaratad Aan FEirct artivitu



Agent Phishing Triage

Avant : des centaines d'alertes a trier, beaucoup de faux positifs.
Maintenant : I'agent gere automatiquement les emails signalés, filtre le bruit et livre un verdict rapide.

(@ Report phishing

Report junk




s @ im} & Microsoft Defender XDR X

<«

2 @ & 2

o @ &

R @ N & 0 @ @

°

N & B e

C |£‘] https://security.microsoft.com/agents/phishing-triage-agent/performance

Microsoft Defender

Agents > Phishing Triage Agent

Phishing Triage Agent ‘=

© Active

Owerview Performance  Activity

Last 30 days

Incidents resolved @ Mean time to triage @

95% 10min

Incident triage results ©
500
400

300

Incident triaged

0
3725 3/21/25

® false positive 5670 @ True positive 283

I %
I I I s——
200 — — [N
100

3/26/25

3/31/25

Date

00 Pause £ Edit agent

See details

4/15/25



Agent Threat Hunting

Avant : syntaxe complexe, investigations lentes.
Maintenant : investigation en langage naturel, guidée par I'agent avec réeponses et actions rapides.

AV A Microsoft Defender

= Security Copilot - B X
Advanced hunting (@) Selected workspace: Zava @ Copilot Q Help resources

)

<> New hunt X <> New hunt X f

)

Schema v < Last 30 Days v Save f[g Create detection rule ---

@

&

v Favorites Hey Kat! Ready to hunt?

Start your threat-hunting journey with Copilot. Ask

&
<

Defender XDR and Sentinel questions about your data or use the suggested prompts

: i below to uncover patterns and potential threats.
v Apps & identities

@

v Email & collaboration
Am | affected by Container Escape

jo} v Devices Getstarted  Results  Query history Vulnerability in runc? |
v Defender Vulverability Management
53 . g _o : . . B3 == & Threat Hunting Agent e ‘
 Exposure management [> Run query ¢/> Use in editor = Use in query builder 6 queries vy
= Vv LogManagement Query name Run date | KQL Tenant Tenant ID Al-generated content may be incorrect. Check it for accuracy
v Custom Logs
() > Email events Jul 2, 2025 19:28 N o Inceptos 43634736 . . .
v Active Directory Health Check ) AlItemshccessed, J/Defanes:the action typ SHTML file extensions are an uncommon file type
“RawEventData.Falders[0] //Set variable and the often used to deliver malware or used in phishing....
I35 v AzureResources the [] to data can be accessed
~ : ;
Micrasom: Senting] « Unnamed Jul 2, 2025 16:32 2 Magna Malesuada 34634763
03 tionType *MailItemsAccessed® //Defines the action type & Collect all Server IDs
v [ Anomalies fi ¢
tend Folde ventData.Folders[0] //Set variable and then
’/: v @ ASimAudit[ventLogs use the index to trim the [] to data can be ac
. ; § Show me office files with saved passwords, in
v [ ASimAuthenticationsEventL... <« Unnamed Ullam

enalich



Q@@ 0D En

&« G [i] https://defender.microsoft.com/advancedhunting

(Z EVE:!

Do @ @ B e 2 D

[

9

P

% B O3

Adva

reat analytics - Microsoft Defer X =. Advanced hunting- Microsoft [ b =. Incident- Microsoft Defender %+

ra
La

= Security Copilot @

nCEd h u nting @) Selected workspace: Zava  { Copilot Q@ Help resources ~ --- VSIS WEIT QIIIGIVUS I3 WY WIS U3

¢ New hunt X «*» New hunt X| f

Schema ~ < [> Run query Last 7 Days Save [g Create detection rule
“~ Query
Q search
71 ) on UserPrincipalName
s Favorites 72 |Epreject
73 TimeGenerated,
~ Defender XDR and Sentinel 74 Id,
75 Description,
~  Apps & identities 76 Score
~ Email & collaboration

~ Devices Get started Results Query history

~ Defender Vulverability Management

~ Exposure management o Summary by Copilot

~ LogManagement

Al-generated content may be incorrect. Check it for accuracy.

~ Custom Logs Observations

~ Active Directory Health Check
~  AzureResources

- Microsoft Sentinel

A

A

Q High-score anomalies (0.7) concentrated on August 1st; sporadic anomalies scored low.

@' Logon originated from Burien, United States, using IP 107.189.30.22

B Anomalies @ Anomalies includes uncommon actions, apps, and resources accessed.
fH ASimAuditEventLogs {5 Q
B ASimAuthenticationsEventL...

fH ASimDhcpEventlogs

cloud_sync_user. Most anomalies occurred on August 1st -
the day of the incident - with a spike of & anomalies. These
had high anomalousness scores of 0.7, compared to
sporadic low-score anomalies on other days.

The event involved a logon from Burien, United States,
using IP address 107.189.30.22

Detected behaviors included:
» Action uncommonly performed by the user
* App uncommonly used by the user
* Resource uncommonly accessed
+ Uncommon high volume of actions
+ Country uncommonly connected from

Insights:

The IP address 107.189.30.22 used in the anomalous

sign-in is associated with a public DNS service and has

been observed in multiple suspicious authentication
A attempts globally.

See the logic behind the query v

Results visualization = Group by: Activity type
' P oy tytyp Recommended actions

6

&] Disable user ‘cloud_sync_user’
g ; Prevent further use of credentials in your organization.
g

2

1

Cn) Apply in Take Actions wizard

Jul 12 Jul 22 Aug1  Aug1l  Aug21  Aug 3l

Show me all binaries executed inside these containers

L Export ~ 14Results | Q Search @ 0020195  ER Il
FH ASimDnsActivitylogs Check if these containers pulled images from untrusted registries
Filters: =% Add filter
fH ASimFileEventLogs What other actions were performed by the same user?
FH ASimNetworkSessionLogs O Timestamp 1D Description Score .
Ask a question about your data.
ASImP EventLs
B ASimProcessEventlogs (O > July 12, 2025 11:31AM 0a74db6425ebcd2766..  Suspicious high volume (20) of failed login attempts (event 4625) with logon type (3-..  0.03
[ ASimRegistryEventLogs = Threat Hunting Agent e
0 » July 27, 2025 10:43 AM oa23dbb425erdfdewb... Suspicious high volume (6) of successful login events (event 4624) observed to device... 0.1

(J > Aug 03, 2025 6:01 AM a8792-25ebcd2Tow1b... Action uncommonly performed by user during sign-in from Burien, US using IP 1.1.1.1, 0.7

Al-generated content may be incorrect



Transformation des equipes SOC a l'ere des agents IA

Avant

Spécialistes de niche

Threat hunters, intel analystes,
intégrateurs d'outils

Experts SOC (L2)

Résolution d'incidents
complexes hors de portée des
analystes juniors

Analystes SOC (L1)

Triage manuel,
investigations répétitives

)

Apres

Strategic advisors

Anticipation des menaces, alignement de la stratégie du SOC aux risques et attentes métier

Scale optimizers

Optimisation des capacités autonomes et intelligentes, allocation des ressources

Scale operators

Gestion des équipes IA, validation des résultats, gestion de la masse

Compétence de base : analyste cyber ‘




Security agents in your daily workflow

Security Copilot now included for all Microsoft 365 E5 customers

Microsoft Intune
Endpoint management agents

Microsoft Entra
Identity and access agents

Microsoft Defender Microsoft Purview

SOC agents Data security and

compliance agents

Microsoft Security Copilot
Microsoft + Partner Agents




B® Microsoft Security

Du chaos au controle -
Maitriser la réeponse aux
iIncidents

Anne-Sophie Le Jouan Saad NIDIFI

Cybersecurity and Cloud Cybersecurity Cloud Solution
Solutions Architect Director Architect

Post-breach




Définition du chaos, la Crise Cyber

Financier

Réputation

Impacts

Opérationnel

Stratéegique




Cartographie

Les bonnes pratiques a employer

Systemes d’exploitation

Applications

Infrastructure

Interconnexions

[ Processus Métiers

Flux

Matrice Risques/Impacts

Identification des
Assets Critiques

Exposition

Vulnérabilités

Etat de la menace

Assets essentiels

Restauration
difficile/impossible

Patch management

Systemes de
sauvegarde

Groupes d'attaquant et
modes opératoires

Insider Risks




La gestion de crise, les 3 piliers

Process & Communication Outillage de Sécurite Cellule de Crise

Plan de Reprise d'Activité (PRA) Protection des assets et données Différents stakeholders:
Plan de Continuité d'Activité (PCA) Monitoring en temps réel CIR | IT | Executif | Métier | MSSP | Editeurs




Les attaquants pensent en Graph

Email and collab Endpoints Identities Apps and clouds Data and workloads
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L'outillage — Détecter et endiguer le chaos

Un attaquant peut utiliser plusieurs chemins d’attaque
Tout cela est rendu possible grace a l'exploitation des signaux provenant des solutions de la plateforme Microsoft Defender.

@ ©O © ®

Hybrid Endpoints Email and Saa$S Data Cloud Non-Microsoft
identities and loT collaboration apps workloads



L'outillage — Détecter et endiguer le chaos
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L'Attack disruption peut s'adapter dynamiquement a ces derniers
Tout cela est rendu possible grace a l'exploitation des signaux provenant des solutions de la plateforme Microsoft Defender.

@ ©O © ®

Hybrid Endpoints Email and Saa$S Data Cloud Non-Microsoft
identities and loT collaboration apps workloads



L'outillage — Détecter et endiguer le chaos

PLd
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Le Predictive Shielding vient ensuite durcir les équipements susceptibles détre touchés.
Tout cela est rendu possible grace a l'exploitation des signaux provenant des solutions de la plateforme Microsoft Defender.

@ ©O © ®

Hybrid Endpoints Email and Saa$S Data Cloud Non-Microsoft
identities and loT collaboration apps workloads



Comprendre le ¢ cte et les actions

Incidents &3 Email notification

Exposure management o
Most recent incidents and alerts

Investigation & response

Incidents addressed by agent Attack disruptions Queue reduction

Out of the total incidents it can handle Automated actions stopped attacks Shorter and more comprehensive view

102/1 04 Last 30 days 8 Last 30 days 46% Last 30 days

Threat intelligence

Assets

Microsoft Sentinel L Export @ Copy listlink O Refresh [E1 2025-11-07 - 2025-12-07 1310 Incidents rch for name or 1D I8 customize columns

Identities Filter set: Save

Status: Any X Alert severity: Any X Incident severity: Any X Service/detection squirces: Any X Tags: Critical asset X [ Add filter N4 Reset all

Endpoints D E Incident name Incidentld ~  Priority score | Tags Severity Investigation state “~  Categories Impacted assets Active alerts ' Se

X ) i i ifi ( ) Critical asset | Defender Experts S mEE High 2 investigati i i . B v
Email & collaboration Compromised user account identified through att. (100 ) _ Exp igl investigation states Privilege escalation, Crede. Gehad Amangeldiyewa 0/3

Compromised user account used to create a malic... {100 7) Critical asset | OAuth App Abuse RS High 2 investigation states Initial access, Execution, Pe... S Elvia Atkins H 6 Apps @ mdc-dai-a 18/18
Cloud apps
Human-operated ransomware attack was launche... (100 | Critical asset JRg] High 2 investigation states Execution, Defense evasion.. =L 7 Devices =, 7 Accounts (@ 3 Cloud Re 45/45

Cloud infrastructure . . .
Exfiltration incident on one endpoint (100 7) Critical asset =l High Exfiltration | win1l-ash-u3968 < Sam Mukeshimana 39/39

Operational technology Hands-on keyboard attack was launched from a c... (100 1) Critical asset | Lateral Movement JEES High 3 investigation states Credential access, Discover... = 2 Devices - 4 Accounts 0/21

S oy @ Hands-on keyboard attack was launched from a c... \':10[| ) Critical asset | Credential Phish RS High 4 investigation states Initial access, Execution, Cr... L RAVT-PCzava-corpcom . 5Accounts | 0/26

Agents Exfiltration incident on one endpoint [100 [ EERS Escalated  sdf Medium Exfiltration | alpineski-u4090 < Sambath Anarbaiuly  5/5

User account compromise identified from a know... (100 Critical asset | BEC Fraud | Attack Disruption High 2 investigation states Initial access, Persistence, ... - 8/13

Multi-stage incident involving Initial access & Lat... \':10[| Critical asset | Credential Phish High 2 investigation states Initial access, Lateral move... S 2 Accounts 2} Kerstin Krueger 0/4

Cases
SOC optimization

Reports Multi-stage incident involving Initial access & Priv... ‘.:1OEI Critical asset High Initial access, Execution, Pe... = Daisy Phillips Daisy Phillips 2 Apy 6/6

Learning hub Hands-on keyboard attack was launched from a c... ) Critical asset | Credential Phish [ High 4 investigation states Initial access, Execution, Pe.. L RAYT-PC.zava-corp.com Q 3 Accounts | 0/39

Trials Human-operated ransomware attack was launche... Critical asset eSS High 2 investigation states Execution, Defense evasion... L 5 Devices 2 2 Accounts jump-srv-z 0/47

More resources . - ‘ . y \ = -
Multi-stage incident involving Command and con... ( ) High Command and control, Exfi.. = 2 Devices /- 2 Accounts 20/20

|
|
U
U
O
O
U
Security Store O Exfiltration incident on one endpoint [101 Medium Exfiltration | desktop-raaudsq S, Sambath Anarbaiuly 20721
O
O
|
|
U
U
—

_ctama inridant inunhiina Drivilana acralatinn / \ | critica occot | Drivilana acralatinn Sucnir O Zdanak Bamann

System




Tirer le plein potentiel des outils avec Security Copilot

xgelaglejilale

o SN

Logique
d’investigation

Informations Preuves precises  Contextualisation

en temps réel

Ft mesurer la progression*

‘ 2 2% Plus rapide @ 7% Plus précis @ 970/ Vseour:eu”ttlrseatt:e;ir

ontrélé randomisé (RCT) de Microsoft Security Copilot av nalystes de rité expérimentés, réalisé par le Bureau du Chief Economist de Mic er 2024.



Interagir avec le:

Incidents Human-operated ransomware attack was launched from a compromised asset (attack disruption)

Human-operated ransomware attack was launched from a compromised asset (attack disruption)

mmm High @ Active 2 Mimik Emails - AlpineSkiHouse Credential Phish Predictive Shielding T A CORRE

@ Attention: Attack disruption initiated multiple response actions. For more details, go to the Activities tab or visit the Action center.

@ Incident linked to case: 1115 - Incident Investigation - 3998. Learn more about cases

Attack story  Alerts (45)  Activities  Assets (17) Investigations (0) Evidence and Response (82) Recommended actions (24)  Summary  Similar incidents (2)

Alerts Incident graeh 2o Layout Q Group similar nodes

lents importants

@) Copilot ¢ Manage incident [, Tasks [> Run playbook

View case | X

[> Play attack story

. Dec2, 2025 10:09 AM @ New
Suspicious invocation of a high-risk
‘Defense Evasion’ operation by a
service principal detected (Preview)

O 2.8 27bf9e71-106d-... @ 2 Clo...

Dec2,2025 10:18 AM @ New
Compromised account conducting
hands-on-keyboard attack

O rayt-pczava-corp.com S rayt

Dec2,2025 10:18 AM @ New ) @
Mimikatz credential theft tool 2 Procesaes

0O rayt-pczava-corp.com 2 rayt

laurenceg-pe

Dec2, 2025 10:18 AM @ New
Compromised account conducting D
hands-on-keyboard attack mechanteprunezip

O rayt-pczava-corp.com A rayt

Dec2, 2025 1147 AM @ New

Risk of tampering using Safe Mode
reboot as part of a Ransomware
attack (attack disruption)

0 2 Devices £ 2Users

Dec2,2025 11:50 AM @ New @
Risk of tampering using Safe Mode W P
reboot as part of a Ransomware
attack (attack disruption)

0 2 Devices 2 2Users

Dec 2, 20251201 PM @ New
Hands-on-keyboard attack involving
multiple devices 0

O laurenceg-pc.zava-corp... &, 2 Us...

skl exe

Dec 2, 2025 12:04 PM @ New
Potential human-operated malicious D
activity

£ jump-srv.zava-c.. 2 Johnie McC... N &
G

@ D0:c220251205PM ® New e

A7 Report incident inacurracy — Communication == Association

Priority assessment :
Incident details

Impacted assets
Evidence

Active alerts in this incident (45/45)

M High36) M Medium (8) 2 more

View all alerts

Summary

& copilot

Incident summary
Last updated: Dec 7, 2025 8:18 PM

A high severity incident, "Human-operated
ransomware attack was launched from a
compromised asset (attack disruption)”, occurred
between 2025-12-02 09:09:50 UTC and 2025-12-
02 14:16:51 UTC. The incident triggered an
automatic Attack Disruption action and was
tagged as Credential Phish, Lateral Movement, and
Ransomware. Affected users and devices include
‘johniemcc’, 'rayt’, 'aaronb’, laurenceg-pc’, ‘rayt-
pc', 'lydiab-pc', ‘jump-srv’, and ‘jump-srv-vm'.

Automated Response Actions: Automated actions
included disabling and containing the user
‘johniemee’ at 2025-12-02 11:30:21 UTC,
containing IP 10.2.0.8, and preventing Safe Boot in
the domain ‘zava-corp.com’. These actions were
later reversed as the threat was mitigated.

The attack began at 2025-12-02 09:09:50 UTC with
a suspicious defense evasion operation from IP
91.165.169.168 (FR - France) targeting 'jump-srv-
vm' and 'virtualmachines®, By 2025-12-02 09:18:30
UTC, a hands-on-keyboard attack was underway,
with the compromised account ‘johniemec' and
the use of credential theft tools such as
mimikatz.exe and powershell.exe (PID: 11040) on
rayt-pe (high exposure and risk). Multiple
credential access attempts were observed,
including the execution of mimikatz exe,
modification of LSASS memory, and attempts to
access Primary Refresh Tokens, primarily on rayt-
pc.

Between 2025-12-02 10:47:53 UTC and 2025-12-
02 11:28:40 UTC, ransomware activity escalated.
Files with extensions like .lockbit appeared on
laurenceg-pc. lydiab-pc (high exposure and risk),
and jump-srv (medium exposure, high risk).
Attackers tampered with system recovery settings
using vssadmin.exe (PID: 14064) and bededit.exe
(PID: 12944), and leveraged WMI and PsExec for
lateral movement. Multiple suspicious logons and
remote sessions were recorded, including
successful logons by ‘johniemcc’ and 'rayt’ on
various devices.

The attack was characterized by repeated use of
credential theft, lateral movement, and
ransomware deployment across several high-risk
endpoints, with automated disruption actions
helping to contain the spread.

See less

@) See prompts -




Triage

@ New @) Copilot ==+

Contact user sha491@zava-private.com on
Teams, and ask them to confirm their activity

Hi.
We noticed that on July 17, 2025 at 08:23 UTC, an
email 1ith the cithiect " 1t on the email ]

See more

ﬁj’u Contact user in Teams

-] Completed &Y Phishing Triage Agent ==+

Classify phishing email attempt as 'False
positive' and resolve alert ID faaf453cde-816d-
db9f-42ad-08ddc50b2fb5

The investigation concludes that the email is
Non-Malicious because multiple tools confirmed
its legitimacy. The email was identified as a

yn fro

See more

Change classification ~ View agent activity

Accelérer la compréh

Human-supervised

&S ‘ &
Continuous learning

Contain

® New

enN @ c

Isolate device rayt-pc.zava-corp.com

Other ¢ izations take this

similar ir

et la prise de decision

Remediate

Phishing Incident response playbook

A phishing ir igation and

r MMenc for this ir

Open phishing playbook

Ransomware Incident response playbook

Open ransomware playbook

Resolve and export incident

ort the incident t

PDFtoe cumentation.

Resolve and Export incident as PDF

Summary

Incident summary

b
02 14:16:57 UTC
automatic At

Automated Response Actiol
disabling an

:50 UTH
ion from IP

including th
modification

laurenceg-pc, lydiab-pc (high e
and jump-srv (m
Attackers tamp:

ons and
d ated us

vement, and
al hi

helping to contain th

(f) See prompts -




Défense intelligente avec Security Copilot Agents

( +# Phishing Triage

( t Data Leak Agent

( t Threat Intelligence Briefing Agent
( t L1 SOC Triage Agent

( t Threat Intelligence Briefing

Microsoft & Partner ecosystem*

[ t SOC Analyzer

4 t Attack Mapping Agent
4 t Domaine Spoofing

[ t Ransomeware Kill Chain

4 t Forensic Agent

*Liste non exhaustive et extraite du Security Store, toujours en cours d'évolution




Microsoft, Intelligence-Driven Investigations

820K | 100T

Entreprises protégées dans Signaux de sécurité
190 pays traités par jour

1,500+ | 30M

Groupes 10Cs
d'attaquants | traités par jour
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L'Offre CIR - Aider client et partenaire a rétablir le calme

Threat intel Briefing

Evaluation de compromission

Evaluation d'architecture:
Zero Trust | Resilience

Validation du plan
de réponse a Incident

Lead
Investigators
Detection And Response Team
Incident
Coordinators

Deep Expertise

Research
Travail en collaboration

avec les cyberassureurs

Tabletops

USA | EUROPE | ASIE-Pacifique
Intervention en <2h

Reverse Containment
Engineers Experts

Intervention coordonnée
avec les partenaires




L'objectif CIR - la maitrise de la menace et de sa posture

OFRORRO

Threat Hunting Reprise d’activite Maturite sur la Ameélioration
et Investigation posture de sécurité Continue
Analyse de Root-Cause Isolation et éradication Modele de Tiering Vulnerability Baseline Design
Compromis;ons latentes Reconstructic; des systemes Architectur_e Zero Trust System ﬁardening
Reverse I;gineering VaIidation_d’intégrité identités AD et Entra ID
Vulnér_abilités Policies et C_ontrole Plane

o Rapports détaillés o




L'Offre CIR - Aider client et partenaire a rétablir le calme

Scenario Contrat
Unified

Réponse a Incidents 24x7 v

Compte-rendu d'investigation incluant les découvertes et recommandations v

Threat Hunting proactif

Investigations environnement Cloud (Azure and M365) v

Investigations On-premise et Linux

Reverse Engineering des fichiers suspicieux

Isolation & Durcissement Tier O

AD/Entra ID Recovery post compromission Partiel




B® Microsoft Security

10 000 employeés et 5 000
agents IA - Sécuriser l'identité a
l'ere de I'lA

Franck Heilmann Christophe Guerre
Senior Product Manager Cloud Solution Architect



Paysage du marcheé des agents IA

110 M en 2025

1.3 Milliard

d'agents IA d’'ici 2028

2025 2028

Source : IDC Info Snapshot, 1,3 milliard d'agents IA d'ici 2028, doc #US53361825, mai 2025



/ o \

Les agents sont dé€ja la !
Etes-v

Comment puis-je obtenir de la
visibilité sur la prolifération des
agents dans mon environnement?

Quels droits d'acces et privileges
chaque agent devrait-il avoir ?

Puis-je retracer et auditer les actions
effectuees par chaque agent ?

Comment prévenir les attaques et
protéger les agents de mon
organisation ?




4 )

Agent d’assistance
Taches uniques, spécifiques, définies et
répétitives
« Résume cet e-mail. »

« Résume-moi cette conversation »

$—65

Agit a la demande de I'utilisateur et en son

\ nom j

Types d'agents

4 )

Agent autonome

Complexe, orienté vers des objectifs.
Elabore des plans pour atteindre les
résultats

@) 7

Q

Coordonne les actions en son nom propre et

\ selon un planning défini /

4 )

Collegue numérique

Axé sur |'apprentissage
Imite la prise de décision humaine

9ve)

Fourni ses propres acces et ressources ;

atteint les objectifs en son nom propre et son

\ propre calendrier /




Les agents sont un nouveau type d'identité

Utilisateur

Appli

Appareil

Agent



une gestion, une protection et une gouvernance d'acces de niveau entreprise des

Agents

Ignite 2025
Microsoft Entra Agent ID

Sécuriser I'acces pour les agents IA — tout comme vous le feriez pour des employés — grace a

identités des agents.

Clouds

Réseau

Utilisateurs

Agents



Microsoft Entra Agent ID

Enregistrer

et gérer les agents d'lA

\

-

—_— Vv
—_v
— X

X

Gouverner

Identités des agents et cycle
de vie

Protéeger

Acces des agents aux
ressources




Microsoft Entra Agent ID

Enregistrer

et gérer les agents d'lA



Entra Agent ID

Fournir une Identité adaptée a tous les type
d'agents

Garantir que les identités des agents IA sont
tracables, authentifiés, autorisés et sécurisés

Facilite I'integration et la sécurisation d'agents
grace aux APIs et SDKs, quelque soit la
plateforme.

Home > AgentID >

Enregistrer Gouverner
L T
® ©
@

g Agent ID | All agent identities

Entra ID

o QOverview

B3 All agent identities

& Agent registry

[f) Agent collections
Activity
B Auditlogs

=] Sign-in logs

) Disable & Download C Refresh =X Columi

Q_ search by name or object ID

Showing 5,912 items
Name
¢ HR Self-Service Agent
@ Zava Assist
@ Procurement & logistics

7/‘ Finance optimizer

B Conditional Access Optimization Agent

Protéger




Enregistrer Gouverner Protéger

Entra Agent Registry

o ’\j
o

« Cataloguer les agents dans un registre global

e Sécuriser la découverte et la communication
entre Agents

Home Agent ID Agent registry

@ Agent ID | Agent registry
Entra ID

C Refresh = Columns

« Grouper et sécuriser la découverte de vos agents
en utilisant les collections d'agents.

© Overview

@@ All agent identities 8 .
Q search by name or object ID = Add filter v

@ Agent registry

[ Agent collections Showing 6,053 items

Activity Name Registry ID Platform
i A

B Auditlogs M Image Recognition Agent JpigSqtp-hr50-iq9s-me2r-led4t2ndpé... PixelNova Al

2] Sign-in logs
¥ Inventory Management Agent 58b744c1-e3b9-4205-8016-dbc9194.. Adatum
@ Procurement & logistics microsoftCopilotStudio_055beb02-87... Copilot Studio
|*2 Content Generation Agent 10314218-d641-48aa-aa2c-e%e2eaba... BrightMind Systems
i HR Actions microsoftAzureFoundry_088beb02-8... Microsoft Foundry

Deal advisor

microsoftCopilotStudio_055beb02-87... Copilot Studio



Microsoft Entra Agent ID

D o=
D
D D

D

Enregistrer

et géerer les agents d'lA

Gouverner

Identités des agents et cycle
de vie

D

[T

0
.
SR

Proteger

Acces des agents aux
ressources




Gouverner l'identité des

agents et leur cycle de vie

 Attribuer des sponsors a chaque ldentite

d'agent pour les maintenir sous surveillance
humaine.

« Gérer le cycle de vie de I'agent, de la creation a

la désactivation, a grande échelle.

* Imposer le « moindre privilege » avec les
Packages d'acces pour agents.

0

Enregistrer Gouverner Protéger

Créer une
Supprimer identité
I'identité de d'agent et
I'agent attribution
d'un sponsor O'}’
Expirer les Le sponsor
acces demande
assignés a Audit et rapports I'acces pour
I'agent continus un agent
D,
Vérifier les

attributions
Ob d'acces des
agents pour

garantir le

Acces
approuvé,
acces

incipe de YRR °1712V¢ pour
P P I'agent

moindre
privileges

s



Microsoft Entra Agent ID

D o=
D
D D
D
Enregistrer

et géerer les agents d'lA

x %<&

Gouverner

Identités des agents et cycle
de vie

Protéeger

Acces des agents aux
ressources




Enregistrer Gouverner Protéger

74 i ) ®
Protéger |I'acces des agents aux %
...........
ressources
amEs R . Ao
7s,
Acces aux ressources(o))))m :7‘/@& laa$S - Paa$S - Datacenter
non familieres )
Application de la politique (
Pic de connexion C)))) Zero Trust __________ L/ @ * %]
Tentative d'acce Agents IA
entative d'acces (
----- @) @) & v
| - e6Oo»... I
Agents IA Connexion par un (..)))) _ —
utilisateur a risque Microsoft Entra Internet - Microsoft 365 - SaaS
Acces conditionnel
Attributs de sécurité _
personnalisés Q))) e\\e\"‘ Q @ =
On-premises




Microsoft Entra Agent ID... Acces securisé pour les agents |A

Enregistrer et integrer Gouverner l'identité des agents Protéger I'acces des

0o of . :
& les agents avec aisance et leurs cycles de vie agents aux ressources

RS c\c;r;dition,7
a

Cop||ot Microsoft v(o’{OCO,e A2/4
Studio Foundry

47
a ‘.‘ % Q workday.
S v X O
Copilot Microsoft 365 3 S ‘ S e %
Security Copilot 3 8 g' =
= ®© S D Q
£ Microsoft Ent s 5
g—% ICrOSO Ntra S 3 servicenow.
$ m 5% Agent ID g2
&)
Teams LinkedIn
N
SDK + APIs " &

o)
O’@ K
Coﬂtext ProtOco\

A, <&
Otection de \r\de('\\,\\-

Pour Jes agent®

aka.ms/entra/sdk/agentid

Ignite 2025

Public Preview




Commencez avec

Microsoft Entra Agent ID

Visiter notre site
web

~

Liser notre
documentation

Essayer
maintenant



https://aka.ms/EntraAgentID
https://aka.ms/EntraAgentID
https://aka.ms/EntraAgentID
https://aka.ms/EntraAgentID/docs
https://aka.ms/EntraAgentID/docs
https://aka.ms/EntraAgentID/docs
https://aka.ms/EntraAgentID/try
https://aka.ms/EntraAgentID/try
https://aka.ms/EntraAgentID/try
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